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Environmental Monitoring 
Isn’t Complicated Anymore 

Manage Sensors Anytime, Anywhere, On Any Device With AVTECH’s GoToMyDevices.com 


It seems like everyone is 
jumping to the cloud. When it 
makes life easier for the IT or 
data center manager, that’s a 
great thing. And if it’s backed by 
a company with a 26 -year history 
of providing products to some of 
the most secure organizations, 
you’ll have peace of mind. 

That’s the goal of AVTECH’s 
GoToMyDevices.com cloud- 
based tool, which helps you 
manage Room Alert monitors 
and sensors anywhere, anytime, 
from any mobile device or PC. 

Eliminate Hurdles 

“Environmental monitoring 
is one of the things people put 
off to the last minute until they 
have a problem. They don’t 
want to find a solution and 
then have it take a lot of their 
time,” says Michael Sigourney, 
president and CEO. “It’s not so 
complicated anymore.” 

GoToMyDevices needs little 
configuration. Room Alert moni¬ 
tors ship enabled for DHCP, 
which will auto-connect to a 
network and push secure sen¬ 
sor data to GoToMyDevices. 
“You open the box, connect your 
Room Alert device, and log on 
to use it,” he says. There’s no 
software to install or email server 



to configure. Simply enter the 
email address you want to send 
environmental alerts and reports 
to and then define what sensors 
you want to send alerts for. 

Heavy Lifting 

With GoToMyDevices, 
Sigourney says, AVTECH does 
all the heavy lifting. “We’re 
going to be using our email serv¬ 
er, with communication stored 
and handled through a secure 
hosting service. Customers don’t 
have to worry about that.” 

AVTECH customers include 
all branches of the military, gov¬ 
ernment, and other highly secure 
environments, says Richard 
Gmndy, vice president and direc¬ 
tor of technology. “We’re carry¬ 
ing that history, that capability, 


all of those lessons we’ve learned 
over the past 26 years about 
properly handing data, protecting 
it, restricting access. Those are all 
concepts and ideas getting car¬ 
ried into this platform.” 

Responsive Design 

With GoToMyDevices’ 
responsive design, Grundy says, 
“you can log into your account 
through a mobile phone, tablet, 
notebook, or desktop PC and get 
a consistent presentation.” 

Once you log in, you’ll see a 
dashboard that summarizes key 
information such as the high¬ 
est and lowest temperature or 
humidity level of any device 
connected to any sensor with¬ 
in your environment, Grundy 
says. “A lot of customers will 


log on and never leave the 
dashboard page.” 

If you need more information, 
you can customize the view or 
use the reporting capabilities. 
For example, Grundy says, you 
could dig deeper and take data 
from any device connected to 
any sensor anywhere and graph 
data from multiple sensors 
together on one screen. You can 
schedule these reports to auto¬ 
matically run and be sent to you. 

The GoToMyDevices time¬ 
line adds to the tool’s conve¬ 
nience, Grundy says. “As 
devices come online, as users 
log in, as new sensors are con¬ 
nected, as any type of activity 
happens, you’ll see that activ¬ 
ity on the timeline,” he says, 
complete with general statis¬ 
tics on devices connected, sen¬ 
sors being monitored, and data 
points being collected. 

Sigourney sums it best: “We 
put it all in a pretty interface, and 
the user only needs to be inter¬ 
rupted if there’s a problem.” 

A AVTECH 

Contact 

( 888 ) 220-6700 

www.AVTECH.com 

www.GoToMyDevices.com 
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HAVE YOU BEEN TO 
www.PROCESSOR.com LATELY? 

We’ve redesigned the site to make it easier to find the 
product news and technology information you trust! 


A quick way to search for terms, products, and manufacturers 



A drill-down search to view content by specific product category 


PROCESSOR 

Products, News & Information Data Centers Can Trust. 

HOME ABOUT US SUBSCRIPTION 


SEARCH (Ex: AVTECH Room Alert) 



ADVERTISING CONTACT US 


NEWSSTAND 


Phifi-Lcvd Power Moniiorins 



June 13.2014 
View Newsstand 


CATEGORIES 

Clients 

Messaging & Telephony 
Networking & VPN 
Physical Infrastructure 
Security 
Servers 


Featured Content 



Plug-Level Power Monitoring 

The STARLINE Critical Power Monitor Is a true power monitor, letting 
you see your amperage draw per phase and system voltage, and 
calculated values for apparent power, reactive power, and kilowatt per 
hour usage (kWh) 


Universal Electric Corp 
www uecoro com 
Phone: (800) 24S45378 


Improving The Transfer Switch 



Raman's new Intelligent Rack Transfer Switch uses a hybrid design, 
combining the best elements of both electromechanical relays and 
silicon-controlled rectifiers into an affordable solution 


Raritan Americas, Inc., i 
Headquarters 

www rantan com 
Phone: (732) 76448S6 


General Content 



Are Major Network Fixes In The Immediate Future? 


Read Article 


Read Article 




Easy access to read full articles - 

Article Listings provide brief overviews of the latest content added to the site — 
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FEATURED PRODUCT 


Get An In-Depth Look At Data Center 
Temperature, Humidity & More 

Raritan Environment Sensors Can Gather The Information You Need & Consolidate It In One Place 


The benefits of better 
monitoring your data cen¬ 
ter environment are clear: 
know about temperature, 
humidity, and other prob¬ 
lems before it’s too late; 
save on cooling costs; 
prevent hot spots; boost 
cabinet security; improve 
uptime; and make stra¬ 
tegic decisions about 
designs and modifications. 

More specifically, says 
Greg More, Raritan senior 
product marketing manager, 
environmental monitoring 
can help you minimize cool¬ 
ing to reduce power consump¬ 
tion and more easily monitor 
remote facilities to ensure a 
healthy IT environment. 

Control Your Environment 

Getting better control of your 
environment—whether it’s in 
the same building or halfway 
around the world—requires 
environment sensors. 

“Data center operators need 
to tightly control the compute 
environment, and the only way 
to do that is by instrumenting 
using temperature, humidity, 
airflow, and pressure sensors,” 
says David Wood, director, 
power business at Raritan. 

Raritan offers a complete 
line of environment sensors, 
including temperature, humid¬ 
ity, contact closure, differen¬ 
tial air pressure, airflow, water, 
and Web cam support. 

The sensors are simple to 
use, Wood says, and work with 
Raritan intelligent rack PDUs, 




intelligent rack transfer switch¬ 
es, EMX smart rack controllers, 
and branch circuit monitoring 
solutions. “Just plug and play.” 

More says the sensors plug 
directly into the rack PDUs and 
other devices, so there is no 
need for separate management 
equipment or costly Ethernet 
drops. “Our sensors are both 
highly accurate and provide 
high levels of resolution across 
the entire range of values.” 

Get Started 

For companies just getting 
started with environmental mon¬ 
itoring, More and Wood agree 
temperature and humidity moni¬ 
toring, in both the hot and cold 
aisle, is a great place to start. 

“Temperature sensors at the 
top, middle, and bottom of the 
rack provide an accurate temper¬ 
ature profile of the entire rack, 
ensuring that all devices from top 
to bottom are getting the right 
amount of cooling,” Wood says. 
“A single humidity sensor at the 
middle of the rack is sufficient.” 

Armed with that information, 
Wood says you could, for exam¬ 
ple, safely increase the data cen¬ 
ter temperature to be more in line 


with the newer ASHRAE stan¬ 
dards that expanded the safe tem¬ 
perature and humidity envelopes. 

Gather Information 

All Raritan devices have 
Web-based GUIs that can pres¬ 
ent the data from any of the 
sensors, More says, but the real 
power comes by consolidating 
all sensor data into Raritan’s 
Power IQ DCIM software. 

Paula Alves, senior product 
marketing manager at Raritan, 
says Raritan’s DCIM tool can 
help with data center challenges 
such as asset and capacity man¬ 
agement and planning, while also 
ensuring uptime, meeting energy 
efficiency objectives, automating 
manual processes, and reducing 
operational expenditures. 

“These challenges can be 
addressed with an easy-to- 
configure-and-use DCIM soft¬ 
ware that simplifies data center 
monitoring, capacity manage¬ 
ment and change . . . efficient 
resource utilization, and the 
planning and execution of data 
center changes.” 

Raritan’s DCIM tool has an 
operations component, dcTrack, 
and a monitoring component, 


Power IQ, that can 
be used together or 
separately, More says. 
dcTrack provides 
real-time information 
about critical facili¬ 
ties, networks and IT 
assets, he says, and 
Power IQ provides 
the information and 
controls needed to 
fully utilize existing infrastruc¬ 
ture while alerting to trouble 
before it causes downtime. 

When combined with Raritan 
sensors, you can see real-time 
environmental data, including a 
Health Floor Map that provides 
a view into early detection of 
environmental problems such 
as hot spots before they impact 
operations, Wood says. In addi¬ 
tion, Smart Rack views show 
temperature and humidity pro¬ 
files over time, he says, so you 
can easily detect any change in 
the environment. 


Raritan 

Environment Sensors 


• Available for temperature, 
humidity, airflow, and more 

• Simple to use and plug into 
Raritan PDUs, transfer switch¬ 
es, and other Raritan products 

• Data can be displayed via a 
Web-based GUI or gathered 
into Raritan’s Power IQ DCIM 
Monitoring tool 

^Raritan. 


(800) 724-8090 
www.raritan.com/whysensors 
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FEATURED PRODUCT 


More Outlets Per PDU 

Server Technology High Density Outlet Technology 
Is A Unique Style Of IEC Standard Cl3 & Cl 9 


What is your data center’s 
greatest challenge? Chances are, 
your list will likely include a 
proliferation of 1U equipment, 
growing rack heights, and a lack 
of data center real estate. 

“Data centers are packing 
more equipment into a smaller 
amount of space,” says Travis 
Irons, director of engineering 
at Server Technology. They 
need a way to power that 
equipment, while still being 
cognizant of overall efficiency. 

The Server Technology High 
Density Outlet Technology 
provides that, with a way to 
power racks of equipment yet 


still conserve rack space and 
improve airflow, power effi¬ 
ciency, and cable management. 

With HDOT, Irons says, 
Server Technology developed 
its own style of C13 and C19 
outlets that removes the excess 
material in the housing and 
leaves only the core functional 
part of the outlet. This unique 
design allows for the maximum 
possible outlet density in a PDU. 

Consider that the most com¬ 
mon rack size is 42U, Irons 
says. Intelligent PDUs utiliz¬ 
ing HDOT can hold up to 42 
C13 outlets in a 1.75-inch-wide 
package—that’s more than 



20% smaller than the typical 
2.2-inch width of a comparable 
PDU using standard outlets. 

Server Technology will ini¬ 
tially offer High Density Outlet 
Technology in three base mod¬ 
els in its Smart, or networked, 
PDU family: a single-phase 
30-amp product in either 208V 
or 230V; a three-phase Delta 
208V 30-amp model; and a 
three-phase Wye 400V or 
415V product available with 30 
or 32 amps. All three are 70 x 
1.75 x 2.25 inches. 

You can customize the base 
HDOT models into one of more 
than 200 outlet variations with 


Server Technology’s Build 
Your Own PDU tool. 

“With six different outlet 
modules, you’ll be able to mix 
and match where you want 
them in your PDU,” Irons says. 
“This will allow customers 
to put the right type of outlet 
directly adjacent to the equip¬ 
ment,” he says. “We’ve never 
built products to be configurable 
this way before.” 0 


Server Technology High 
Density Outlet Technology 


• Outlets remove excess material, 
leaving only core functional part 

• Can hold up to 42 Cl3 outlets in 
a 1.75-inch-wide package 

© Server Technology 

Quality Rack Power Solutions 

(800) 835-1515 
www.servertech.com 


COMPANY TO WATCH 


Innovative & Efficient Cooling 

By Providing Tomorrow’s Solutions Today, Data Center Systems, Inc. Drives 
The Future Of Mission-Critical Cooling Technology In A Range Of Industries 


for those looking to part¬ 
ner with a reliable company 
that supplies business-critical 
power and cooling systems, 
consider first and foremost Data 
Center Systems, Inc. (DCSI), 
a provider that stands behind 
its solutions and stays ahead of 
industry trends. 

Established in 1978, found¬ 
er Richard Ollerman was 
approached to sell Liebert 
data center equipment, and 
as a result, DCSI was one of 
the early leaders that provided 
power cooling systems along 
with technological expertise and 
valuable operational support. 


What makes DCSI’s solu¬ 
tions stand out among other 
thermal management options 
is the implementation of a 
pumped refrigerant economizer 
system, which can reduce or 
eliminate compressor usage 
and cut energy costs. 

“When you’re using refriger¬ 
ant, you have a smaller pump, so 
there’s better heat transfer than 
water,” says Eric Ollerman, pres¬ 
ident of DCSI. “Leaks turn into 
a vapor, not water. There’s no 
water in the system, so it solves 
a lot of the issues since water 
intmsion is responsible for 35% 
of unplanned outages.” 


The efficient operation 
of DCSI cooling systems is 
made possible only with the 
controls to constantly modu¬ 
late components based on IT 
demand to maximize system 
level efficiency. 

Add up all of these ben¬ 
efits, and what you get from 
DCSI are highly available 
solutions that will do exact¬ 
ly what they’re supposed to 
do. “We help you navigate 
through all the noise that’s 
out there and provide you 
the right solution,” Ollerman 
says. “What we told you is 
exactly how it performs.” I 



Data Center Systems, Inc. 


• Offering high-efficiency & 
high-density precision cooling 

• Next-generation Liebert iCOM 
system controls 

• Liebert DSE system features 
pumped refrigerant economizer 



DATA CENTER SYSTEMS, INC. 

Providing Solutions to Critical Problems 


(952) 843-1481 
www.datacsi.com 
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CHENBRO MICOM (USA) INC 


^SYNNEX 


Add: 2800 E. Jurupa St., Ontario, CA91761, USA 
Tel: +1-909-937-0100 Fax:+1-909-937-2100 
Toll Free: 1-866-364-8264 
E-mail: usinfo@chenbro.com 
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SUPERMICR' 


Node 1 


Node 2 


Worldwide Partner Conference 2014, July 13-17 th , Washington D.C. 

Walter E. Washington Convention Center, Booth #800 


SYS-2027PR-HT/C0/C1 T R 


SYS-2027PR-DT/C0/C1 T R 


k III 


New 


SYS-2028TP-DNC/(T)(F)R (Front View) 
Up to 4x NVMe + 8x SAS 3.0 drives (per node) 


Node 1 


Node 2 




(Rear View) 


SYS-6028TP-DNC/(T)(F)R (Front View) 

Up to 4x NVMe + 2x SAS 3.0 drives (per node), or 
Up to 6x SAS 3.0 support (per node) 


TwinPro 



Each node supports the following: 

• Dual Intel® Xeon® processor E5-2600 & E5-2600 v2 product families; QPI up to 8GT/s 

• Up to 1TB ECC DDR3 up to 1866MHz memory in 16 DIMM slots 

• 1 PCI-E 3.0 xl 6 slot; 1 PCI-E 3.0 x8 slot (TwinPro) 

• SFP+, GPU, or"0"slot support (-C0 and -T models) 

• LSI 3008/3108 controller for 8x 12Gbps SAS 3.0 ports (-C1 SuperCap option) 

• Intel® C602 controller for 6x SATA3/2 ports 

• Dual Intel® X54010GBase-T (-T versions); 
or, Intel® i350 dual port Gigabit Ethernet 

• Up to 12x (TwinPro) or 6x (TwinPro 2 ) hot-swap 2.5" HDD bays 

• Onboard FDR InfiniBand /40G Ethernet 

• 1280W / 2000W redundant Platinum Level (94%) power supplies 

• IPMI 2.0+ KVM with dedicated LAN 

• SATA-DOM / mSATA support 


Mortal! WeP wer the Cloud IZ • 

lwww.supermicro.com/TwinPro 


inside 

XEON 


© Super Micro Computer, Inc Specifications subject to change without notice. 

Intel, the Intel logo, Xeon, and Xeon Inside are trademarks or registered trademarks of Intel Corporation in the US and/or other countries. 
All other brands and names are the property of their respective owners. 
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Critical Power 
Monitoring for 
Mission Critical 
Success. 

Introducing the new STARLINE® 
Critical Power Monitor (CPM). 

You want the best for your data center. 

When it comes to power distribution, 
STARLINE gives you the best in efficiency, 
reliability, and customization. Now the 
STARLINE CPM offers an enhanced 
monitoring package that will allow you to 
monitor, integrate and display more data 
center power information easily and reliably. 

The STAR LINE CPM also features: 

• Revenue grade metering functionality 

• Monitors multi-circuit configurations 

• End feed and branch circuit models 

• Display and non-display versions available 

• Wired Ethernet and serial communications 
are standard, optional 802.11 n Wi-Fi 
connectivity 

• Ability to use both Modbus and SNMP 
protocols simultaneously 

• Telnet and Modbus TCP/IP are also 
standard protocols 


To learn more about how our 
CPM can help your data 
center or other mission critical 
installation, please visit 
| www.StarlinePower.com. | 

StorLiime ' 

CRITICAL POWER MONITOR 



f 0 W 














BEST 

PRODUCT 


SILVER 


The Patch Cable: Reinvented. 


• Guaranteed-for-life performance. 

• Rugged, lockable, slimline boot. 

• Easy, effective Layer 1 security. 

Optional Locking Pin 


Info Security 

Products Guide 

2014 


•CDM* 


Free 

Sample 


Snag less Boot 


C * tJI 


Patented Design 

blackbox.com/PR14 


BLACK BOX 


Watch the Demo Video 



V' --W |f IB ■ 


No monthly fees or IT dependencies 

Sensors read water, humidity, 
motion, temperature, etc. 


Remote environmental monitoring 
from any location, to any device 

Instant notifications & early detection 


SENSAPHONE* 0$0 

IS 


Sensaphone.com 


| 877 - 373-2700 


©2014 Sensaphone 


Made In USA 


8 Processor® • July 11,2014 • Vol.36lss. 14 • Processor.com 













^ hergcr 888.222.7270 > hergo.com 


Open Racks and Enclosure Cabinets 


Offering also: 

■ Command Centers 

■ Data Centers 

■ IT Furniture 

■ Workstations 

■ Tech Workbenches 

■ Mobile Carts 

■ Enclosure Cabinets 

■ Relay Racks 

Hergo - An original 
equipment manufacturer 
is an approved supplier 
to all branches of the 
U.S. Government. 



GSA 


Contract 

GS-29F-0133G 


V hergo YOUR trusted Technical Workspace Solutions since 1992 

56-01 55th Ave., Maspeth, NY 11378 | Tel: 888.222.7270 | Fax:888-410.0671 

Terms, specifications & appearance are subject to change without prior notice • © 2014 hergo 


BayTech’ 


37 ears Made in the CdSA 


www . baytechjiet 


it t 



Automatic Transfer Switch—ATS 


Provide Redundancy To Single-Corded Devices With 
The Ability To Switch Out-Of-Phase Sources In 8 To 15ms. 


Standard Features 

Out-Of-Phase Source Switching 
8-15ms Switching Time 
Programmable Dropout Voltage 
Programmable Switchback Voltage 
• SNMP And HTTP With DS-Series 
PCB-Based Reliability 
Reports Volts, Current, Watts, VA 
Break-Before-Make Transfer 


Providing redundancy on the power-circuit level is critical to maintaining up¬ 
time. The ATS Series provides a simple and reliable solution for automatically 
sensing power loss and seamlessly switching to a backup circuit. BayTech 
ATS transfer switch line offers a unique approach to performing the transfer 
by completely severing the connection between the source and load then 
waiting for the zerocrossing to perform the transfer. This is the driving force 
behind being able to perform out-of-phase transfers with a low-cost solution. 


Monitoring Power on the ATS is a unique feature which provides 
information about: 

Amperage Load (Watts) True RMS Power Volt-amps 
• Voltage • Internal Temperature 

By combining the ATS and the DS-Series, console server alerts 
on power and transfers can be sent via secure SNMP V3. 


Bay Technical Assoc. Inc. 5239 A Avenue Long Beach, MS 39560 Tel: 228-563-7334 Fax: 228-563-7335 sales@baytech.net 
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EZ-Lifter II - $169 

Re-engineered from the ground up, the EZ-lifter II is 
like no other access floor lifter tool. Made with a solid 
one piece frame construction, the EZ-Lifter II has 
unsurpassed strength and durability. Anyone who’s 
ever had to use a regular floor-lifter will appreciate 
the convenience of E Z-lifter II. Simply drop the tool 
with its 5-inch dual suction cups on the appropriate 
tile, tilt towards you, and pull. It’s just that easy. 


Floor Pullers 

A floor puller is a must-have 
in any data room with a raised 
access floor. This combo set 
includes a durable perforated 
tile puller and dual 5-inch 
suction cup tile puller. The 
bright red makes these tools 
easy to find and the bracket 
keeps them accessible. 




Comprehensive Cleaning 

FirstTech’s under-floor cleaning is the solution to 
eliminating all of the dust and contaminants that can 
wreak havoc in your work environment. Cleaning 
diminishes the risks of fouled circuitry, accidental fire, 
random Halon discharges, hazardous contaminants, and 
various health problems. In the end, you will have a HEPA 
cleaned environment. Visit www.firsttechcorp.com to 
learn more about all of our cleaning solutions. 


$17.95 (Perforated Tile Puller Only) / $36.95 (Tile Puller Only) 
$62.95 (Tile Puller with Bracket) / $80.45 (3 Piece Combo Shown) 


Protective Covers 

Custom fit protective covers are designed to 
protect power sources, EPOs, and a variety of 
other needs. Made from durable acrylic and 
designed with hinges to open and close. Call 
for pricing. 



FirstTech Corporation —Two Industrial Drive, Keyport, NJ 07735 — (800) 743-6001 


www.firsttechcorp.com 


Monitor Mounting Solutions for Every Work Space 



DoubleSIght Flex Solutions 

• Unique Flex Design available 
in Single, Dual, Triple and 
Quad Models 

• Ergonomic & Durable 

• Secures Valuable Assets 

• Ships Preassembled 

• Lifetime Warranty 




Monitor 

Stands 


Articulating 

Arms 



Slat Rail 
Solutions 


For additional information: www.DoubleSight.com 877.896.5237 Sales@DoubleSight.com 




Sight 
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iStarUSA® Group 

Premier IPC OEM/ODM Manufacturer 




www.istarusa.com 


THE AUDIO/VIDEO SERIES 


iStarUSA's Renaissance Chassis Just Expanded 

iStarUSA Industrial Trayless Chassis 




80 PLUS 

High Efficiency 80 Plus 
Power Supplies 

|80| Zeal 


Power Supply 



EAGE SERIES 

External JBOD Tower 


^RADAGE' 

Data Storage 



WS SERIES 

Best Lineup in the Game 

^CLAYTEK* 

Cabinet & Racks 


New Products 


Mobile Drive Cage 


TheTrayless 


Accessories 



727 Phillips Drive. City of Industry, CA 91748 Tel 1-888-989-1189 Fax: 1-626-301-0588 www.istarusa.com 



RENTALS & SALES 


www.spot-coolers.com 


MovinCool, SpotCool and Office Pro are registered 
trademarks of DENSO Corporation. 


800 . 367.8675 


With cooling from 1-12 tons and the ability to customize 
units to whatever size you need, Spot Coolers brings you 
instant, cost-effective, cool relief! We’re available every 
day, all day, 365 days a year! 


PORTABLE COOLING 
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AmeriCddl 


PORTABLE A/C 


Create Sc Maintain an 
Environment That M 
Your Mission Critical 


All 
Needs 


WMC-25DD 

MODULAR CODLING W/ 
4- INSTALLATIONS* 

• RACK-MDUNTED 

• HUNG FROM CEILING 

• PORTABLE W/ CASTERS 

• STACKED 1 -ON-1 

• □ PTI □ N A L ACCESSORY KITS 


N EW H EAT PU M P 
1 B, 5□ □ Btu/h Heating 
i e, bod btu/h codling 



ALL U N ITS, 
COLD AIR NOZZLES 
CAN BE REPLACED 
W/ INCLUDED GRILLS 


N EW 

7.5 TON 

COOLING UNIT 


800.680.0725 AMERICOOLINC.COM 



Scan td View Our Entire 
Family df Portable A/C Units 


mint*** 



RGUARD 


The preferred choice for sealing 
raised floor cable openings 


Providing an ex<^ptional 
seal around cables for an 
effective and economical 
solution for eliminating 
airflow bypass 


^^Mppuperior sealing effectiveness 
Multiple sizes and configurations 


Safety covers • Durable construction 
Meets NFPA 75 standards • UL94 VO rated 
Easy installation • Maintenance free 



HD KVM Extension over 
the Internet for Physical 

and Virtualized CPUs 


Call for a free brochure, PDU ° I Cables 
or visit our website 866.631.4238 |pducables.com 


BLACK BOX 


blackbox.com/PR12 
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Infra Power 63 


PDU Inspired by Your Data Center 



Intelligent kWh PDU 

Key Highlights 

• kWh and Amp monitoring 

• Switched & Monitored models 

• Outlet-level measurement 

• Daisy chain ports up to 16 levels 

• Patented IP Dongle for IP Cost Saving 

• SNMP traps and email alerts 

• GUI management software 

• Field replaceable meter with 1.8" LCD 

• Tool less Mounting 

• Temp-humid sensor port x2 

• Circuit breaker monitoring 

• Customization on request 

• NEMA 110V /IEC 208V 
Option : Surge Protection 

EMI Filter 
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AUSTIN* 


Austin Hughes Solutions Inc. 

8668 Thornton Ave, 

Newark, CA 94560 


inauirv(5)austin-hughes.com 

(www.austin-hughes.com 
i-5 i 0-794-2688 



Tired of Wearing a Watch? 

Get a Wall Clock for your Data Center! 


The ED310 is a high visibility (4” high digits) time of day Ethernet 
wall clock. The ED310’s Ethernet connection allows its internal 
time-of-day value to be periodically synchronized with a local 
computer’s NTP clock across your LAN. The time can be dis¬ 
played in either military format or in AM/PM format. Up to four 
alarm schedules can be defined to trigger either the internal bell 
or any one of four optional relays. 

ED310 Features 

• Four Inch Tall Digital Display 

• Four seven segment red digits 

• Remotely Controlled Timer Mode 

• Web Browser Control Interface 

• Auto SNTP Synchronizing 

• 10/1 OOBaseT Data Rates 

• Optional six digit model 

• Optional Dual/Quad Relay Outputs 

• Optional PoE Power Sourcing 

• Optional Wi-Fi Wireless Access 

The ED310 is designed to be used as a high accuracy time display 
for personnel that can be synchronized to a master system clock 
via the network. Normally, a server computer on the network is 
designated as the master clock and will periodically update the time 
and date on all of the employee time clock (EC305) devices. 


ComputerWise • 1.800.255.3739 • sales@computerwise.com 



a Revolution in Data Center 

Containment Doors! 

Pro-Glide* 
by Simplex 

• No protruding 
header or track 
assembly. 

• Sweep seal and 
perimeter gasket 
provides maximum 
containment. 

• Operates smoothly. 

Self-aligning doors 
require no 
adjustment. 

• Pre-hung. Installs 
in minutes. 

• Available in single 
doors up to 48” 
wide, double doors 
to 72” wide. 

Protecting Critical Environments for Over 35 Years 

nSIMPLEX 

ISOLATION SYSTEMS 


Call us today! 

1 . 800 . 854.7951 

www.simplexisolationsystems.com 



*U.S. patents pending 


Need Portable Cooling? 



Call 800.972.6600 


Primary, supplemental or emergency cooling for 
data centers, server & telecom rooms 

• Portable and ceiling-mount models • Offices 
nationwide • On call 24/7 


a Atlas Sales & Rentals, Inc. 

THE PORTABLE COOLING & HEATING SPECIALISTS 


www.AtlasSales.com 


MOVINCOOL 

PREFERRED DISTRIBUTOR 


MovinCool, SpotCool & 
Office Pro are registered 
trademarks of DENSO Corp. 



Processor.com • Vol.36lss. 14 • July 11,2014 • Processor® 13 





























































HINDIS 

CONNECTION PERFECTION 


(888) 865-4639 

www.lindy-usa.com 


Don’t compromise your network security: Let 
LINDY help protect your most valuable asset! 



RJ45 Port Blocker with Key 

Quickly block open network ports and easily prevent 
users from connecting cables and devices or inserting 
foreign objects without permission. Helps protect against 
unauthorized access to a network or system, as well as 
prevents unintentional or malicious damage to ports. 

• Quick, easy & simple to install 

• Block physical access to RJ45 Network ports 

• Prevent damage to ports 

• Visual security deterrent 

• 10 x Blockers and 1 x Key 


USB Port Blocker 

System administrators can physically prevent users from connecting Pen Drives, MP3 
Players, and other USB Mass Storage Devices to their computers to copy data, introduce 
viruses, etc. The USB Port Blocker is a combined “key” and “lock” assembly which plugs 
into the USB port. Simply plug the “keylock” into the 
port and release the latch—the lock remains in place! 

Plug the key back into the lock to remove. Easy! 

• Physically blocks access to a USB port 

• Consists of 4 locks and 1 key 

• 5 different color code versions available: 
pink, green, blue, orange, white 




Standard and Custom 
Cable Solutions 

• SecureSleeves making the connection 
stronger by securing plugs with 
SecureSleeves. Providing a tighter fit on 
IEC cables can prevent inadvertent 
disconnects. 

• Locking IEC Cables protect equipment 
that is vulnerable to vibration. The 
connector cannot be accidentally pulled 
or vibrated out of the inlet. 

• Colored Cables can help distinguish 
various cord functions in a high density 
installation; playing a critical role in 
quick connection identification. 

• Pre-terminated Networking Solutions 
can be installed quickly providing high 
performance and reliability; ideal 
solutions for mission critical data centers, 
temporary networks, central offices, and 
disaster recovery. 



Connect today at 1.800.870.2248 
or email ePDU@hmcragg.com 

UHM cragg 

Quality People. Quality Power 


Infra Solution® S 


Smartcard Access Control for Cabinet 


Upgrade your cabinet with smartcard access control 
less than $ 350 per cabinet 



• Easy & quick installation 

• Designed for IT branded cabinet 

• Universal mounting cut out 

• MiFARE & Proximity compatible 

• Unique coded keys available 

• Free & user friendly management software 

• Fit for left, middle or right door opening 

• Audio & visual alarm while unauthorized access 

Options : Door sensors for audio alarm while unauthorized access 
Double security by master & user cards 


InfraSolution S series smartcard handle is designed for standalone cabinet. 
To look for network and remote control solution, 
please send your inquiry to : inquiry@austin-hughes.com 
www.austin-hughes.com 
1-510-794-200G - 


AUSTIN* 


Austin Hughes Solutions Inc. 

8668 Thornton Ave, 

Newark, CA 94560 


PROCESSOR 

(800) 334-7458 



THE INSTANT ACCESS YOU NEED. 


www. PROCESSOR, com 


14 Processor® • July 11,2014 • Vol. 36 Iss. 14 • Processor.com 




























































Volume 7 Issue 30 • July 26, 2013 


PROCESSOR 
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www.Processor.com 


An Easy, Affordable Way 
To Monitor & Manage Power 

Server Technology Sentry Power Manager Provides The Data, Alerts & Analytics You Need 


Power is still king when 
it comes to the top concerns 
data center managers have as 
they work to keep their data 
centers, (he equipment inside 
them, and their enterprises as a 
whole up and running. 

Calvin Nicholson, senior 
director of software and firm- 
wan: at Server Technology, says 
there are other concerns, includ¬ 
ing increased cabinet densities, 
demand for more computing 
power, and the need to locate 
stranded capacity. But many of 
those concerns all center around 
being more efficient in die way 
a data center uses its power. 

"Power costs are going up. 
and availability is going down." 
he says. Overcoming those con¬ 
flicting issues requires a way to 
better manage and control the 
power your data center uses. 

Use Power More Efficiently 

Server Technology’s Sentry 
Power Manager (SPM) helps 
ensure you're using power in 
the most efficient way possi¬ 
ble. SPM’s capacity planning 
and predictive features help 
you spot stranded capacity and 
help you know if and when 
you might run out of power. 

“If you’re not monitoring 
power, how do you know how 
much you're using compared 


to availability.” he says. “If you 
liave available ca|>acity, you can 
put off a decision that could cost 
you thousands of dollars for cdo 
space or up to miliums of dollars 
for a new data center build." 

Sentry Power Manager 
provides a way to measure, 
monitor, and trend data cen¬ 
ter power information in one 
central location. The product 
comes in both a standalone 
appliance and virtual version. 

Easy To Set Up & Configure 

With SPM’s SNAP feature, 
you put in an IP range and SPM 
discovers the installed CDUs— 
regardless of manufacturer or 
whether it's just a few or thou¬ 
sands—and brings the informa¬ 
tion back into the SPM interface. 

You can configure cabinets 
and locations and get a global 
view of your data center floor 
and CDUs or quickly drill 
down to an individual cabinet 
or CDU. You can group and 
cluster outlets together across 
IP addresses, rows of cabinets, 
or the whole data center. 

Use the dashboard to con¬ 
figure email alerts. SNMP trap 
forwarding, and alarms based 
on the power and environmen¬ 
tal thresholds you set. Plus 
you’ll have a central location 
for managing alarms. 




Ul 


Make Informed Decisions 

Using the dashboard, you can 
configure your own NOC view, 
Nicholson says, picking views, 
alerts, and alarms to see on the 
main screen. Different usen. c* 
configure different NOC 
Such capabilittoJF 

a way to balan 
lines and maj^H 
power systi^H 
can si^H 
total powci^H 
cabinet is co^B 
redundancy. 
running too hoL 
nets might be ova 

With SPM’s sclv 
tures. you can automat 
crate system reports at. 
them sent via email to a It 



recipients. You can eve ned- 
ule certain devices i' on or 

•, open- 

lical 

son says, 
g at sen. 
| any work 
p ine, look- 
all cabinet and 
D the ability to 
foe if you’re tf> ing 
Tnew device and 
binets have avail- 
” he says. SPM can 
fc data you need. 

I Server Technology 

* Quality Rack Powvr Solution-. 


i) 835-1515 
PWww.senertech.com 



NOW PROCESSOR CAN 
GO ANYWHERE YOUR iPAD GOES! 

You asked for it, and Processor listened. Now you can read the latest issue of Processor 
from cover to cover, exactly as it appears in print, for free on your iPad! 


PROCESSOR.COM 
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I Little Change In TOP500 List Of Supercomputers 

The 43rd edition of the bi-annual TOP500 list of supercomputers showed few changes 
from the previous list. The Tianhe-2 supercomputer developed by China’s National 
University of Defense Technology remained No. 1 with a performance of 33.86 petaflops 
per second. The United States has 233 systems on the list, down from 265 six months 
ago. Total combined performance of all systems on the list reached 274 petaflops per 
second, up from 250 petaflops per second six months ago. 


Place 

Computer 

Country 

1 

Tianhe-2 

China 

2 

Titan 

United States 

3 

Sequoia 

United States 

4 

K Computer 

Japan 

5 

Mira 

United States 

6 

Piz Daint 

Switzerland 

7 

Stampede 

United States 

8 

JuQUEEN 

Germany 

9 

Vulcan 

United States 

10 

Unnamed 

United States 


I Gartner Lowers IT Spending Forecast 

Research firm Gartner expects companies worldwide to spend about $3.7 trillion on IT this 
year, up 2.1% from last year. That’s slightly lower than an earlier forecast of 3.2% growth. 
“Price pressure based on increased competition, lack of product differentiation, and the 
increased availability of viable alternative solutions has had a dampening effect on the short¬ 
term IT spending outlook,” says Richard Gordon, managing vice president at Gartner. He 
expects 2015 to 2018 to see a return to “normal” spending growth levels. 


2014 Worldwide IT Spending (in billions of dollars) 


Devices 6851.2 

Data Center Systems i400.4 

Enterprise Software 3216.9 

IT Services 9673.8 

Telecom Services i 6 , 350.7 

Overall IT 37,493 



I Threat Intelligence Security 
Services Help Keep Ahead Of Attacks 

Advanced persistent threats, advanced 
malware, and previously unidentified attacks 
are wreaking havoc with today’s enterprises, 
leading to the rapid growth of the threat intel¬ 
ligence security service market. IDC says the 
market, which includes data feeds and pub¬ 
lications, consulting security services, and 
managed security services, will see spending 
increase from $905.5 million this year to $1.4 
billion in 2018. IDC expanded its definition of 
threat intelligence security services to include 
iterative intelligence, a process that learns 
from past experiences and mistakes and 
incorporates them to build better long-term 
solutions. “Threat intelligence is essentially 
a community activity. Attack information can 
come from many different sources, and itera¬ 
tive intelligence organizes this chaotic pro¬ 
cess of information sharing in order to help 
organizations in making future decisions,” 
says Christina Richmond, IDC program 
director, security services. 


I More Signs The Internet Of Things 
Will Be Big 

Need any more proof that the Internet of 
Things, or loT, is anything but a passing fad? 
ABI Research estimates that, by 2019, about 
10% of all software developers—or more 
than 3 million developers—will be involved 
in loT activities. By the end of this year, the 
research group expects there will be 1.7 
million loT-related developers. Recently 
launched development kits, sensors and 
sensor engines, affordable 3D printers, 
and crowdfunding platforms will all help to 
enable loT development, according to ABI 
Research. “Consumers will shun away from 
anything that is not inspiringly designed 
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and robustly produced, so any consumer- 
facing loT play needs to deliver on both of 
those fronts if it’s to have any traction. In this 
sense, the loT could represent the begin¬ 
ning of a Hardware Renaissance,” says Dan 
Shey, practice director. 


I Big Data Security Requires New 
Approach To Avoid “Security Chaos” 

Noncompliance, security breaches, and 
financial liabilities could be in your future if 
your company fails to develop a consolidated 
data security policy, according to Gartner. In 
fact, the research firm estimates that, through 
2016, more than 80% of organizations will 



fail to develop such a policy. “The advent of 
big data and cloud storage environments is 
transforming the way in which data is stored, 
accessed, and processed,” says Brian 
Lowans, principal research analyst at Gartner. 
“CISOs need to develop a data-centric securi¬ 
ty approach. Unfortunately this is not common 
practice today, and its planning is critical to 
avoid uncoordinated data security policies and 
management.” To get started, Gartner notes 
that CISOs and trusted team members need 
to develop policy that defines data residency 
requirements, stakeholder responsibilities, 
business needs, risk appetite, data process 
needs, and security controls. 


I Videoconference Market Sees Move 
To Cloud, Lower-Cost Systems 

Delayed customer buying decisions, lower- 
cost systems, more software-centric prod¬ 
ucts, and competitive cloud-based video 
services are impacting the enterprise video 
equipment market, says IDC’s Rich Costello, 


senior analyst, enterprise communications 
infrastructure. Videoconferencing equipment 
revenue was down 20% between the fourth 
quarter of 2013 and the first quarter of this 
year, IDC reports, and down 15.9% year- 
over-year. Units sold also decreased, down 
13.3% from the fourth quarter and 6.2% from 
a year ago. Costello says the weak results 
emphasize the shift from hardware-based 
systems to video subscription services. 


I A2P Messaging 
To Become $60B Market 

The technology underlying ordinary text 
messaging is called short message ser¬ 
vice, or SMS. Application-to-person (A2P) 
SMS is a type of messaging that occurs 
when, for example, you use a mobile app 
to send a message directly to another per¬ 
son you know who is also using that app. 
According to Juniper Research, A2P SMS 
messaging will be worth nearly $60 billion 
by 2018, “driving overall SMS revenues.” 
Juniper reports that financial entities and 
other organizations that rely heavily on 
secure communications find SMS to be 
“the most secure and reliable option for 
A2P communications.” 


I Server Shipments, Revenue Mixed 

Factory revenue in the worldwide server mar¬ 
ket was down 2.2% during the first quarter 
of the year, according to IDC’s most recent 
report, marking the fifth consecutive quarter 
of year-over-year decline. Unit shipments 
increased just 2.1%, held back as businesses 
of all sizes around the world consolidate their 
servers. The server market continues to be 
heavily influenced by the emergence of the 
3rd Platform as mobile, cloud, big data, and 
social enablement drive significant hyperscale 
server deployments globally,” says Matt 
Eastwood, group vice president and general 
manager, enterprise platforms. As companies 
invest in the private cloud and push consolida¬ 
tion and automation deeper into their envi¬ 
ronments, he says, we’ll continue to see an 
increasing concentration of computing power 
into fewer and larger data centers. 


I IDC Sees Strength 
In Integrated Systems 

In its latest ‘Worldwide Quarterly Integrated 
Infrastructure And Platform Tracker" report, 
IDC says the integrated infrastructure and 
platforms market grew to almost $7.6 billion 
in 2013, representing a 45.6% year-over-year 
increase. IDC defines integrated systems 
as pre-integrated, vendor-certified systems 
containing server hardware, disk storage 
systems, networking equipment, and basic 
element/systems management software. 
“Integrated systems have been one of the 
most important developments in the evolu¬ 
tion of the enterprise data center,” says Jed 
Scaramella, research director, enterprise 
servers for IDC. “IDC expects the market to 
continue on its growth trajectory in 2014.” 



I Security Investments Shift 
To Virtual, Purpose-Built Products 

The big-iron security solutions and complex 
combinations of security appliances and load¬ 
balancing infrastructure could become a thing 
of the past, says Jeff Wilson, principal analyst 
for security at Infonetics Research. “As more 
providers virtualize their data centers and 
roll out SDNs and NFV, we anticipate a fairly 
significant revenue transition from hardware 
appliances to virtual appliances and purpose- 
built security solutions that interface directly 
with hypervisors, with SDN controllers via 
APIs, or orchestration platforms,” he says. 
Between 2012 and 2013, the ported virtual 
security appliance market grew 10%. Sales 
of purpose-built virtual security appliances 
were up 44% during that same time frame, 
with Infonetics predicting companies will 
spend $1.35 billion on those types of devices 
between now and 2018. 
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HOW TO 


Conduct A Security 
Risk Assessment 


The Best Programs Go Beyond Simply Identifying Risks To Analyze Their Likelihood, Impact 


Identify your weak areas. 

Check. Stay on top of new 
cyberattack techniques. Check. 
Think about strategies for disas¬ 
ter recovery and business conti¬ 
nuity. Check. Conduct a security 
risk assessment. What? 

As you’re working through 
your security to-do list, it’s often 
easy to chalk up the task of a 
regular security risk assessment 
as being too time-consuming 
and lacking a relevant reason to 
perform. But that couldn’t be 
further from the truth. 

Why A Risk Assessment? 

“Security risk assessments 
are important because they 
enable an enterprise to deter¬ 
mine whether the information 
security programs and prac¬ 
tices they have in place effec¬ 
tively work,” says Michela 
Menting, cybersecurity prac¬ 
tice director at ABI Research. 


Among other things, she 
says, a risk assessment will 
highlight areas that are vulner¬ 
able to breach or attack, such as 
unpatched systems or unprotect¬ 
ed data. An assessment can also 
reveal unauthorized applications 
or suspicious traffic patterns, 
some of which may be mali¬ 
cious, while others are simply 
errors. A risk assessment will 
push you to proactively remedi¬ 
ate weaknesses before they can 
be actively exploited, she says. 

Cyberattacks are increas¬ 
ing in frequency and severity, 
says Jeff M. Spivey, a mem¬ 
ber of ISACA’s Governance 
Advisory Council and president 
of Security Risk Management. 
“This new world dictates first 
understanding the overall risk 
tolerance of the organization, 
which is then used for the risk- 
based scheduling of ‘regular’ 
security risk assessments.” 


Get Started 

“The risk-assessment program is more than a one-time event,” 
says Jeff M. Spivey, a member of ISACAs Governance Advisory 
Council and president of Security Risk Management. “It is an 
ongoing program with purposeful and planned assessment inter¬ 
vals based on the dynamic changes of the cyber environment 
and the organization.” Start by understanding what and where 
your organization’s risks are. “Knowing the scope of what you 
have to protect is a first step in the risk assessment. I personally 
believe that if the scope is not clear and automated, you will never 
have a holistic risk-assessment process, and the risk-assessment 
program can leave major omissions and present large risk.” 



How frequently you conduct 
an assessment is largely a matter 
of your enterprise’s preferences. 
But, in some cases, it may be a 
continuous security risk assess¬ 
ment of specific business risks, 
using dynamic data flows of key 
risk indicators (KRI) combined 
with the understanding of the 
significance of business impact 
to the organization, Spivey says. 

“Organizations are more 
dependent on technology than 
ever before and the velocity of 
new technology with unknown 
risk being absorbed into the 
digital ecosystem. If an orga¬ 
nization allows this evolution 
without the appropriate sizing 
and frequency of proper secu¬ 
rity risk assessments, they are 
accepting what could be an 
organizational-ending risk.” 

What’s Involved? 

Although the exact secu¬ 
rity risk assessment process 
depends on the type and size 
of the company, Menting says, 
there are several general areas 
to cover: security management 


Key Points 


• A security risk assessment 
will highlight areas that are 
vulnerable and help gauge 
likelihood or impact. 

• You’ll need to repeat risk 
assessments on a regular 
basis; sometimes, a continu¬ 
ous assessment is necessary. 

• An risk-assessment program 
will frequently combine inside 
expertise and oversight and 
outside experience and insight. 


controls; auditing and informa¬ 
tion governance management; 
regulation compliance; data 
protection and privacy (ensur¬ 
ing confidentiality, integrity 
and availability of data); access 
management; backup, recovery, 
and mitigation plans for data 
breaches; and service-level and 
other customer agreements. 

Spivey says to establish a 
team of stakeholders who 
will take a holistic approach. 
“Understanding the people, 
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processes, business value, etc. 
becomes more important than 
the technology risk, at times.” 

A proven sequence includes 
process mapping, evaluating 
possible risks, and understand¬ 
ing the likelihood or impact, 
Spivey says. “This is many 
times missing, and I person¬ 
ally believe why CISOs and 
CIOs are not getting funding 
for cyber security projects.” 

As part of the assessment, 
you’ll need to understand cur¬ 
rent organizational standards 
and controls that are supposed 
to be in place and their effec¬ 
tiveness and then identify risk 
management issues and rec¬ 
ommendations, he says. 

In-House Or Third Party? 

You could have an in-house 
team conduct your security 
risk assessment, Menting says, 
because of the abundance of free 
information available online from 
both IT vendors and govern¬ 
ment or industry organizations. 
“However, these should not be 
relied upon exclusively,” she says. 

“The primary problem is find¬ 
ing employees who are able to 
help with each process of a risk 
assessment. Sometimes, proce¬ 
dures or systems are in place 
that were originally managed or 
set up by someone who is no 
longer there.” With key man¬ 
agement, for example, poor key 
revocation policies and a lot of 
unknowns as to where keys are 
stored or who has access can 
create problems, she says. 


“Down at the department 
level, each persona has knowl¬ 
edge of their immediate duties 
but doesn’t have the full pic¬ 
ture, whereas at the top level, 
there is only a vague under¬ 
standing of the broad schemat¬ 
ics, without any insight into 
the specifics. This can lead to a 
lot of misunderstandings about 
how, for example, informa¬ 
tion security processes work 
company-wide.” 

An overall risk-assessment 
program will often require 
“inside expertise and oversight 
combined with outside experi¬ 
ence and insight,” Spivey says. 
“Especially in this fast-paced 
and dynamic technology world, 
it is difficult to find assessment 
value using just inside or just 
outside resources. This combi¬ 
nation provides a holistic and 
complete assessment.” 


Action Plan 

Understand the need. A security risk assessment provides 
a check-up, so to speak, of your existing information security 
programs and practices, identifying weak areas and highlight¬ 
ing areas where improvements can be made, says Michela 
Menting, cybersecurity practice director at ABI Research. 

Conduct the assessment. Experts agree you can conduct 
a risk assessment either with in-house or third-party exper¬ 
tise—or both. Make sure it’s under the direction of knowl¬ 
edgeable people, Menting says, who may not always be 
present within an enterprise. 

Follow up. ‘A risk assessment will highlight vulnerabilities to 
be addressed or areas where improvements can be made,” 
Menting says. Address those areas. “One assessment does 
not mean that every angle has been covered,” she says, so 
plan for regular reviews, particularly because new attacks 
and new vulnerabilities are continuously developed. 


Top Tics 

Prepare for new requirements. ‘The ease with which malware can be injected from mobile or Web 
assets that are pretending to be your company is increasing, but you do not know about them, nor do you 
manage them. It may soon become possible that local law will require you to manage them,” says Jeff M. 
Spivey, a member of ISACAs Governance Advisory Council and president of Security Risk Management. 

Check the results. Security risk assessments should include confirmation of how IT supports the 
organizational goals and the risk associated in delivering and enabling the organization, Spivey 
says. Be sure to know which risks are acceptable and which aren’t. 

Build in governance and assurance. Spivey says ISACAs COBIT 5 framework provides a toolset 
for ensuring good governance, appropriate risk management, and assurance. It includes practices, 
principles, and analytics tools and models. You can find details on the framework at www.isaca.org 
/cobit/pages/default.aspx. 
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HOW TO 


Develop A Better Plan 
For Email Management 

Growing Inboxes Require Practical Solutions For Monitoring, Archiving & Encryption 



Although email has long 
been a major source of frustra¬ 
tion for IT managers, this ave¬ 
nue of digital communication 
remains popular and useful in 
the enterprise. Moreover, it’s the 
conduit for increasingly larger 
stores of images, files, and other 
data that all need to be secured, 
organized, and archived. 

In an innovative industry 
such as information technol¬ 
ogy, it’s not wise to simply fall 
back on “what we’ve always 
done.” When it comes to man¬ 
aging corporate email, you 
have to consider what’s safe 
and efficient for your compa¬ 
ny as a whole. The following 
explores various email manage¬ 
ment strategies, common chal¬ 
lenges, and advice for improv¬ 
ing email management overall. 

The Current State Of Email 

With all the evolution tak¬ 
ing place in the realm of 

Get Started 


digital media communica¬ 
tion, companies are finding 
intuitive ways to manage 
email while keeping in mind 
how the user is working and 
transferring specific data. 

For example, Alan Lepofsky, 
vice president and princi¬ 
pal analyst at Constellation 
Research, says companies are 
allowing employees to access 
their mail from a variety of 
devices such as phones and 
tablets, which let employees 
keep up with email anytime 
and anywhere. “By doing this, 
companies can elevate some of 
the burden employees associate 
with email, thus improving the 
way they work.” 

One strategy enterprises 
are implementing to manage 
email data is the utilization of 
an attachment transmission 
mechanism that allows files to 
be sent via an alternative and 
more efficient system, says 


Michael Osterman, president of 
Osterman Research, a market 
research and consulting service. 

“This typically involves use 
of an attachment management 
system so that larger attach¬ 
ments (or all of them in some 
cases) are converted to a link 
in the body of the outbound 
email,” he says. “The attach¬ 
ment content is posted to a 
cloud or other repository, and 
the recipient clicks on the link 
to download the content.” 

Missteps & Challenges 

Generalizations aside, many 
obstacles that enterprises face 
will likely fall within four 
technology areas outlined by 
Osterman: archiving, encryp¬ 
tion, monitoring, and storage. 

In terms of archiving con¬ 
tent, Osterman says those that 
don’t do so are at a severe dis¬ 
advantage “if they’re called 
upon to search for and produce 
content during eDiscovery or 
a regulatory audit or if they 
need to place content on legal 
hold.” He adds that it’s almost 


• Assess your current email 
management plan and evalu¬ 
ate the security of outgoing 
data and messages. 

• Be honest about how well 
your archiving, encryption, 
monitoring, and storage 
practices meet industry and 
compliance standards. 

• View email as one of many 
communication tools that will 
evolve in the near future. 


impossible to locate relevant 
content without archiving. 

A lack of encryption can 
result in your company operat¬ 
ing with greater risk of a data 
breach, Osterman says, “and 
its associated consequences 
that might include fines, law¬ 
suits, violations of data breach 
notification laws, and the like.” 

A failure to monitor outgoing 
content can also put enterprises 
potentially in jeopardy because 
of a lack of awareness about 


Simply put, there are two ways an IT department can deploy 
email and collaboration systems, according to Alan Lepofsky, 
vice president and principal analyst at Constellation Research. 
An IT department can either have all servers on-premises, 
or, alternatively, the infrastructure can be hosted in the cloud. 
For many companies, a clear advantage may emerge: hosting 
email in the cloud. “By having the infrastructure in the cloud, 

[IT departments] can offload many of the administration tasks 
such as upgrading versions, performing backups, installing 
security patches, etc.,” Lepofsky says. 
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what type of sensitive informa¬ 
tion is being transferred. 

When it comes to stor¬ 
age, Osterman’s research 
shows that five of the top 10 
problems in managing email 
systems are related to stor¬ 
age issues. “These problems 
include excessively long back¬ 
up windows because there is 
too much email storage; long 
restore times if a server has to 
be brought back online; poor 
email server performance, etc.” 

Manage For The Future 
With The Right Tools 

When addressing manage¬ 
ment challenges, don’t overlook 
the use of appropriate adminis¬ 
trative tools, but it’s important 
to differentiate between what 
these tools can do so you can 
properly apply them. 

Lepofsky says there are two 
types of admin tools: those 
that deal with people and those 
that deal with content. User ID 
creation, group management, 
and termination lists would 
fall under “people tools,” and 
archiving, compliance, and 
auditing would go in the “con¬ 
tent” toolbox, he says. 

“Teach people to use the 
right tool for the right job. 
Email was never designed to 
be a collaboration platform,” 
Lepofsky says. “Companies 
need to provide employees 
with guidance around when to 
use email vs. chat vs. social 
networks vs. blogs vs. wikis 
vs. file sharing tools, etc.” 


Even with all the other forms 
of communication emerging, 
email will have staying power 
in the corporate stream of com¬ 
munication. Email is here to 
stay, as least for many more 
years, Osterman says. 

“Our research shows that 
the typical information work¬ 
er sends or receives an aver¬ 
age of 130 emails on a typical 
workday and [spends] about 
160 minutes each day doing 
something in their email client, 
making email the most impor¬ 
tant single application that 
people use,” he says. 

“However, email has to 
be managed properly so that 
business records are archived, 
content is encrypted, [and 
so forth]. Improving email 
management must focus 
on preserving, encrypting, 
monitoring, and managing 
content appropriately.” 


Action Plan 

Identify your strengths. What type of email management best 
practices are you doing well already, and how can you adapt 
them to a growing volume of data? Work with all departments 
in the enterprise to refine your strategy, if necessary. 

Address obvious issues. Have you determined your top 
pain points or challenges that prevent your organization from 
efficiently managing user email? Consider what archiving, 
monitoring, and encryption changes might be required. 

Consult the users. Have a conversation with your employees 
about how they use email to communicate, store files, and 
organize workflows, so you can be informed. 

Prepare for integration. Expect email, messaging, social 
media, and videoconferencing to merge together, streamlin¬ 
ing communication to an even greater degree. In what ways 
will your enterprise accommodate the integration of these 
tools? How important will email will be to your organization 
in the next five years? 


Top Tics 

Maintain insight into outbound mail. Michael Osterman, president of Osterman Research, says 
whether it’s about the protection of outbound content with sensitive information (safeguarding heath 
data or credit card numbers, for example) or the prevention of distributing outbound email with 
inappropriate content (such as jokes and information sent to competitors), you should be automati¬ 
cally encrypting the former and monitoring the latter. 

Move away from standard attachments to free up storage. When you run into email problems 
related to storage, you can almost always blame ever-multiplying attachments that come in any 
and all forms. If your employees are still using email as one of the primary ways to send files, Alan 
Lepofsky, vice president and principal analyst at Constellation Research, says, “organizations 
should put a plan in place for handling file attachments via a file-sharing tool instead of simply 
attaching them to email messages.” 
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SIX QUICK TIPS 


Stay On Top Of Trends 
In Videoconferencing 

Move Out Of The Board Room & Collaborate In The Cloud Through Browsers & Devices 


It’s no understatement 
to say that the videoconfer¬ 
encing landscape is chang¬ 
ing. With so many manu¬ 
facturers of videoconfer¬ 
encing solutions revamping 
their products as of late, 
we’re seeing a new push in 
the market toward user- 
friendly, mobile-facing, 
cloud-based approaches to 
video collaboration. 

Whether you’re hoping 
to enhance your existing 
enterprise videoconferenc¬ 
ing capabilities or you’re 
incorporating videoconfer¬ 
encing clients in a small 
business, there are plenty 
of new developments to pay 
attention to. Read on to learn 
about the latest trends. 


From The Inside Out 

Traditionally, videoconfer¬ 
encing has involved a group of 
people inside a meeting room 
sitting in front of a camera 
that’s projecting their conversa¬ 
tion to another group of people 
who have a similar setup in a 
different location. According to 
the experts, however, this will 
no longer be commonplace. 

Phil Edholm, president 
and principal analyst at PKE 
Consulting, says the biggest 
change is the move from in¬ 
room conferencing to in¬ 
device video. 

“There is becoming a funda¬ 
mental change as video is mov¬ 
ing from being what used to be 
room systems to device-specific. 



[A] second trend in video is a 
simplification generally of the 
ability to bring people outside 
of your organization to a meet¬ 
ing,” Edholm says. “In the past, 
video was primarily an internal¬ 
ly focused tool.” 

IDC Senior Research 
Analyst Rich Costello agrees, 
saying that previously every¬ 
body had to go into the room 
and videoconference, but 
that’s no longer the case. “You 
can have people [videocon¬ 
ference] from their desktop 
or not even in the building or 
have people across the world 
join these calls. I think it’s a 
real game-changer for a lot of 
organizations who say, wow, 
this is what we’re looking for.” 

Cloud & Mobile Offerings 

When you add the cloud to 
the videoconferencing discus¬ 
sion, a broad range of options 
becomes evident. Edholm 
says cloud vendors have “put 
together cloud solutions for 
video that allow you to invite 



people on standard video sys¬ 
tems that have implemented 
some form of a Web client.” 

For instance, you can 
invite a colleague to chat by 
having her download a light¬ 
weight client on her device, 
which allows her to partici¬ 
pate in the meeting. 

In the same vein, you can’t 
mention Web-based video 
without addressing Web 
Real-Time Communication 
(WebRTC). This technology 
enables multiple users around 
the world to communicate via 
audio and video by sharing 
a clickable link across plat¬ 
forms and browsers. 

Edholm says there are two 
ways to think about WebRTC: 
in terms of technology and 
in terms of transformation. 
“You basically have the media 
engine (the thing that gets 
video on and off of the IP net¬ 
work) built into the browser.” 
If both parties have a browser 
that’s WebRTC-enabled, you 
connect to the server, and that 


Videoconferencing Trend Alert: Video Switching 

As new functionalities drive further innovation in the videocon¬ 
ferencing sphere, one technology that users need to consider 
is the use of traditional video mixing vs. what is often referred 
to as video switching or routing, says Phil Edholm, president 
and principal analyst at PKE Consulting. 

“What is unique about this concept of video routing is that 
when I send my video, instead of sending a single stream 
that’s high definition that’s 1MB, my high-definition stream is 
encoded with something called SBC [session border control¬ 
ler], which enables me to essentially have a IMBps stream 
and [512KBps] stream and 250KBps stream all sent together 
in layers,” Edholm says. The claim in routing is the cost of 
equipment is a lot less, he adds, and there is less latency 
because video is not going through decoding, mixing, and re¬ 
encoding processes. 
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server uses a relatively light¬ 
weight amount of code to tell 
the browsers to open a video 
session, he says. 

In essence, it’s highly 
interoperable and changes the 
way videoconferencing col¬ 
laboration happens internation¬ 
ally. This advancement inevi¬ 
tably changes mobile confer¬ 
encing, as well. 

IDC’s Costello says that 
today most of the video expe¬ 
riences are inclusive of all 
users, including those that 
are mobile. “More tradition¬ 
al vendors have these clients 
you can download to your 
smartphone or your tablet. It’s 
a kind of a software plug-in, 
if you will,” which works in 
the same way the aforemen¬ 
tioned Web client does. 

“I think that video pushing 
down into the market to mobile 
and desktop users is where all 
the momentum is,” Costello 
says. “Not that the rooms will 
go away, but now we can add 
all these other people.” 

The New Convergence 

Keep in mind that videocon¬ 
ferencing isn’t changing inde¬ 
pendent of other communica¬ 
tion technologies. In fact, you 
can expect the convergence 
of office applications with 
UC applications, according to 
Daniel Ramos, senior analyst 
at Pyramid Research. 

Ramos says demand will 
increase for the migration/ 


upgrade of legacy PBX sys¬ 
tems within the small to mid¬ 
sized enterprise market as well 
as remote worker connectivity 
via next-generation networks. 

“We predict a convergence 
of multiple functionalities 
into one single unified com¬ 
munication platform. [The] 
most important functionalities 
are video, chat, file sharing, 
email,” Ramos says. 

Future Communications 

To properly prepare for the 
onset of the video-collabora¬ 
tion evolution, Edholm says 
you should look carefully at 
how people are going to use 
videoconferencing both inter¬ 
nally and externally. 

Although most people are 
“woefully unprepared to live 
in a videoconferencing world,” 


he says, implementation comes 
down to an education, training, 
and adoption strategy. 

In other words, it’s a critical 
time to decide how you will 
assist end users in taking con¬ 
ferencing beyond the room and 
in-office-only scenarios. 


It’s important to remember 
that the strength of video- 
conferencing is face-to-face 
interaction, which helps fos¬ 
ter efficient collaboration and 
enables teams to observe non¬ 
verbal cues and other “per¬ 
sonalized” communication. 


The “Webification” Of Communication: It’s Here 

Phil Edholm, president and principal analyst at PKE 
Consulting, says two years ago he observed that a paradigm 
shift was on the verge of changing online collaboration. 

“I realized in 2012 that this ‘webification’ of communication 
was going to happen, and it’s going to be exactly the same in 
many ways as what happened with the webification of infor¬ 
mation,” he says. “I think this is an incredibly profound trans¬ 
formation that’s coming in videoconferencing, which [means] 
all of a sudden I can add videoconferencing to virtually any 
Web site in the world.” 


BONUS TIPS: 

Cloud Trepidation 

Although the cloud is pro¬ 
gressively helping streamline 
videoconferencing solutions, 
Rich Costello, senior research 
analyst at I DC, says cloud 
offerings still seem to be a 
nascent trend. “It’s kind of 
coming together—the [on¬ 
premises] and the cloud side. 
Certainly there are some 
trends around some cloud- 
based offerings,” he says. 


“Customers are interested 
in it, but a lot of times they 
have investments.” He adds 
that he’s seeing trends toward 
subscription-based and pay- 
per-use models. 

The Truth About Video 

According to Phil Edholm, 
president and principal analyst 
at PKE Consulting, intuitive 
collaboration in video con¬ 
ferencing is about two things 
specifically. First, “How do you 


recognize response clues 
you’re receiving from the other 
side?” And second, “How are 
you [the user] coming through 
to the person on the other 
end?” Ultimately, you want 
every videoconferencing ses¬ 
sion to be pleasant for the 
instigator and the recipient. 
Take into account how the 
party on the other end sees 
you or your employee—in what 
ways does this image repre¬ 
sent your company? 
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HOW TO 


Improve Network 
Monitoring Capabilities 

Use Current Tools & New Strategies For Better Performance & Bandwidth Insights 



Monitoring enterprise 

networks is generally consid¬ 
ered one of IT’s more difficult 
tasks. Even with proper tools 
onboard, the job is often chal¬ 
lenging, especially for smaller 
enterprises that may lack per¬ 
sonnel with extensive network¬ 
ing experience and expertise. 

The good news is that there are 
ways to get more from the tools 
and information you already 
have available and employ newer 
strategies to improve monitor¬ 
ing from performance and 
bandwidth perspectives. 

Use What You Have 

Many small to midsized 
enterprises (SMEs) don’t take 
full advantage of all that their 
network monitoring tools offer. 
Usually, says Mike Fratto, 
principal analyst at Current 
Analysis, networking moni¬ 
toring in SMEs is limited to 
the port status and utilization 

Get Started 


information SNMP managers 
provide. Companies usually 
get added value from deploy¬ 
ing more in-depth monitoring, 
though many haven’t, he says. 

Tools often are complex to 
configure and use, making it 
difficult for SMEs to dedicate 
the time to develop monitoring, 
says Roy Illsley, principal ana¬ 
lyst at Ovum. Ovum is seeing 
a rise in “just-enough manage¬ 
ment” capabilities where tools 
don’t do everything but rather 
focus on key management and 
monitoring aspects, making 
them easier to deploy and use. 

Gartner Research Vice 
President Jonah Kowall says 
most SMEs use some basic or 
advanced level of network avail¬ 
ability monitoring, but few use 
any performance monitoring. 

Jim Rapoza, Aberdeen 
Group senior research ana¬ 
lyst, says his research indicates 
some “new economy” small 


businesses (startups, for exam¬ 
ple) are fairly cutting-edge in 
understanding their connectiv¬ 
ity and cloud presence. Classic 
SMEs, however, often don’t do 
much in terms of network mon¬ 
itoring and analytics, he says. 

Many organizations struggle 
with how much the nature of 
company networks is changing, 
especially companies “stuck 
using legacy tools that come 
up short with modern technolo¬ 
gies such as virtualization, the 
cloud, and SDN,” he says. 

Take The Time To Learn 

Better using the tools you 
already possess generally 
requires committing the time 
to learn how they work and 
how to get relevant informa¬ 
tion from them, Fratto says. 
This is partly a training and 
experience issue, but it’s also 
about learning to ask the right 
questions and which tool can 
provide the answers, he says. 

“Using simple SNMP data 
gathering is a good example,” 
Fratto says. “You can find out 


• Companies often don’t fully 
use the tools they already have 
due to time and complexity. 

• Getting more out of tools gen¬ 
erally requires making a time 
commitment to enable the 
proper training. 

• Many enterprises can and 
should be more effectively 
using network monitoring logs. 


what the link utilization is on 
a particular link, but if you ask 
‘which applications are tak¬ 
ing up the most bandwidth?,’ 
SNMP monitoring won’t tell 
you that.” 

Kowall says many SMEs 
use flow data to identify the 
basic nature of what applica¬ 
tions are utilizing the network 
and which users or devices 
are consuming bandwidth (or 
at least which ports they’re 
using). More advanced deep- 
packet analysis is where “most 
of the gems lay, including 


Info-Tech Research Group Research Director MarkTauschek 
says every enterprise should have a network management 
system in place that actively monitors the network and all its ele¬ 
ments at all times. Assuming one is in place, the biggest improve¬ 
ment most organizations can make is monitoring traffic flows to 
understand which users, applications, and services are impacting 
network performance, he says. The next most important tool is a 
NetFlow/sFlow monitoring system (either standalone or an add¬ 
on to core network management system), while packet-level tools 
can prove helpful for granular troubleshooting, he says. 
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much deeper application vis¬ 
ibility and actual performance 
data,” he says. 

Rapoza says many busi¬ 
nesses don’t understand when 
problems occur on their net¬ 
works because they don’t real¬ 
ly know what’s normal, thus 
the benefit of determining a 
network baseline. 

Illsley says it’s critical to 
understand what does and 
doesn’t need monitored and 
managed and what value this 
can bring to IT cost-savings 
and business benefits. He 
advises carefully considering 
where current problems are 
(slow access to your Web site 
for customers, for example) 
and where you can add value 
to drive business growth. 

Log It 

Many enterprises can typi¬ 
cally benefit from better using 
network monitoring logs 
and applying newer strate¬ 
gies. Rapoza says Aberdeen 
Group is starting to see big 
data approaches to network 
analytics in which tools and 
processes take all information 
from entities on the network 
creating logs, activity, and 
performance data and use it to 
create unified intelligence to 
get a big picture of network 
performance and activity. 

Illsley says although greater 
use of analytics in operational 
management is generally still 
too expensive for SMEs, he 
advises watching the space as 


Action Plan 

Plug the gap. Performing a gap analysis that focuses on 
where IT currently is, where it wants to be, and what’s miss¬ 
ing can help determine how to prioritize and achieve net¬ 
work monitoring goals. 

Detect. Pinpointing what workloads are consuming which 
network resources can help organizations extend their moni¬ 
toring and management appropriately. 

Get real-time data. Implement processes that let you 
address problems immediately upon detection and build 
an overall solid base. Aim to cover all network information 
types, including real-time data, log, root-cause analysis, 
performance-management systems, and virtual- and cloud- 
management data. 


Top Tics 

Know. Sujan Sami, program manager at Frost & Sullivan, says the more technicians know, the 
better they’re equipped to effectively use tools. ‘Analytical tools are really the tools to monitor data 
sources,” he says. “The more data provided, the better for these analytical tools to provide apt 
results.” Network administrators must prioritize their needs and understand what type of testing is 
required at the right time, he says. 

Train. Sami says that to use equipment most effectively, you need a clear understanding of test 
equipment features and functionalities. “Training is the best way to educate and gain knowledge. 
After-sales service and customer relationship is key, he says, thus a two-way conversation should 
occur between the test vendor and IT to effectively use the tools. 

Analyze. Ideally, Sami says, IT is required to monitor the entire network. Today, several tools are 
available that can test based on the network infrastructure. “Understanding their network infra¬ 
structure is critical for their performance,” he says. Before purchasing test equipment, internally 
analyze what type of testing is needed and which vendor provides the best solution. Also choose 
the right test equipment that can support the enterprise in the long term and don’t be blinded by 
a current need, Sami says. 


small startups are beginning to 
offer this as a service. 

An interesting use case for 
log analysis Fratto has seen 
involved a company that 
configured alarms for log 
entries that fell beneath a cer¬ 
tain threshold for set period 
of time. “They had an appli¬ 
ance that sent logs at a fairly 
constant rate, even when there 
was no activity on it, but if it 
crashed, the logs would stop 
altogether,” he says. When the 
rate of log entries fell to zero 
for three minutes, an alarm 
was issued that the appliance 
had crashed. “It’s an interest¬ 
ing case because the content of 
the logs didn’t matter, only the 
behavior,” he savs. 
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SIX QUICK TIPS 


When Software Licenses & 
Cloud Computing Collide 

How To Address The Challenges Posed 



Cloud computing has 

opened up scads of opportu¬ 
nities, use cases, and poten¬ 
tial benefits to enterprises 
and is effectively reshap¬ 
ing how many companies 
do business. That doesn’t 
mean the cloud doesn’t 
come without a fair number 
of challenges that enterpris¬ 
es must address, however. 
This includes issues con¬ 
cerning how cloud comput¬ 
ing changes the traditional 
means in which enterprises 
license software. The fol¬ 
lowing details such changes 
and offers advice for how to 
address them. 

Identify The Challenges 

Sandi Conrad, Info-Tech 
Research Group senior con¬ 
sulting analyst, says the 
biggest challenge cloud 


computing creates related 
to software licensing is add¬ 
ing “the complication of 
yet another series of licens¬ 
ing methodologies.” Unlike 
traditional software licens¬ 
ing, in which software is 
installed and tools help iden¬ 
tify and manage it, working 
with cloud providers means 
relying on them to pro¬ 
vide appropriate reporting, 
Conrad says. 

On the positive side, this 
means enterprises receive 
reports based on actual 
usage and are less likely to 
encounter piracy situations. 
Licensing, however, does 
get more complicated, part¬ 
ly because “it’s not always 
clear who’s responsible for 
buying licenses or, if you 
have licenses in place, you 
can use them in a hosted 


environment,” she says. 
For example, enterprises 
must balance both the 
cloud and software pro¬ 
vider’s contracts if using an 
infrastructure-as-as-service 
(IaaS) provider. 

Holger Mueller, principal 
analyst and vice president at 
Constellation Research, says, 
“mostly, licensing changes 
from ownership on-premis¬ 
es to renting in the cloud.” 
This can be an attraction and 
hindrance because it’s diffi¬ 
cult to convert on-premises 
licenses to cloud licenses, he 
says. Recently, some ven¬ 
dors have started converting 
unused on-premises licenses 
to cloud licenses, which is 
one way to create value for 
the vendor and the customer, 
he says. 

Differentiate The Models 

Mueller says software ven¬ 
dors that use an on-premises 
business model have tradition¬ 
ally been reluctant to address 


cloud licensing. “Their stock 
market evaluation depends too 
much on traditional on-prem- 
ises license revenue,” he says. 
He cites one vendor of enter¬ 
prise software that moved to a 
cloud model “and their valua¬ 
tion took a long hit.” 

Conversely, vendors that 
started in the SaaS and IaaS 
age “have the advantage of 
disruption on their side, as 
well as favorable stock market 
evaluations,” he says. Moving 
forward, Mueller foresees a 
general trend to usage-based 
pricing, though traditional ven¬ 
dors are reluctant to start or 
embrace this. 

When looking at licens¬ 
ing from a cloud perspective, 
Conrad says private clouds are 
a bit simpler in that enterprises 
essentially run their own data 
center and still have control 
of licenses, just in “more of 
a virtual environment.” Here, 
licensing terms tend to be fair¬ 
ly well-defined with software 
publishers, she says. 


Negotiate When Possible 

Although some cloud providers add terms to contracts 
that limit their liability, the client’s ability to retrieve data, 
and some services so that they’ll cost extra or aren’t 
available at all when needed, other providers have very 
reasonable contracts with certain areas being negotiable, 
says Info-Tech Research Group Senior Consulting Analyst 
Sandi Conrad. Negotiable items might include services 
pertaining to the management of an enterprise’s applica¬ 
tion, tech support, providing patches and security for an 
OS, and development assistance. Enterprises should 
know what’s included in a contract, services they’re 
responsible for, and what it will cost to access vendor- 
provided services, she says. 
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Typical SaaS environ¬ 
ments also tend to be sim¬ 
pler because they’re usually 
based on a per-user model, 
though add-ons can be 
involved. With IaaS, how¬ 
ever, challenges and pricing 
can get more complicated 
because enterprises may have 
to deal with multiple con¬ 
tracts and vendors and will 
need to understand where 
liability and responsibility 
change as they combine those 
different solutions. 

Still, Conrad says, “you’re 
paying for what you’re using. 
You’re not forecasting, 
‘Well, we think we’re going 
to use this amount.’” 

Closely Review Contracts 

Many cloud vendors do 
“some very interesting things” 
in their contracts, Conrad says, 
including limiting various lia¬ 
bilities, requiring 100% pay¬ 
ment up front, and providing 
clients no real reimbursement 
opportunity if the provider 
fails to meet SLAs. Liability 
is so limited in some instances, 
she says, CIOs should careful¬ 
ly review and understand con¬ 
tracts to determine any danger 
involved in retrieving data, 
ensuring business continuity, 
and the like. 

“There’s a lot of detail 
above and beyond the licens¬ 
ing they need to look at,” 
she says. Enterprises should 
take caution, for example, 


that if they must change 
cloud vendors quickly, they 
know the liabilities involved 
with accessing their data. If 
an enterprise can’t access 
its data for, say, a week, “no 
amount of penalty is going to 
change the fact that you can’t 
do business, so all those fac¬ 
tors have to play into the con¬ 
tract,” she says. 

Look Forward 

Mueller recommends enter¬ 
prises determine their current 
and future loads. “The more 
stable these are, the more 
options they have and the 
more likely on-premises will 
be a viable option,” he says. 

Conversely, the more 
flexible loads are, the more 
interesting IaaS will be. 
Enterprises should also check 
with vendors they already use 


(such as for virtualization) 
that know their loads, he says. 

For SaaS situations, Mueller 
says to determine the strate¬ 
gic importance of all enter¬ 
prise automation assets. “One 
of the underrepresented side 
effects of moving to the cloud 
with SaaS is that most com¬ 
petitive differentiation from 


enterprise software dissipates,” 
Mueller says. “All clients use 
more or less the same software 
and are on the same release at 
the same time, so determine 
the strategic importance. For 
enterprise automation areas 
that look more commoditized 
to your company, look at the 
SaaS offerings.” 


Double-Check All Deals 

Info-Tech Research Group Senior Consulting Analyst Sandi 
Conrad says to ensure software contracts clearly define who’s 
responsible for licensing. “If an offer seems too good to be true 
or very unique, dig in a little bit deeper,” she says. Recently, 
Conrad says an Info-Tech client was offered a “phenomenal 
deal” from a cloud vendor for a service offering for a certain OS. 
The offer was ultimately found not to be a legitimate licensing 
deal, and the company eventually shut down. “If they’re offering 
another vendor’s licensing at a very low price, check in with 
that vendor and see if it’s legit,” she says. 


BONUS TIPS: 

Assess The Costs 

Holger Mueller, Constellation 
Research principal analyst 
and vice president, says cloud 
usage represents a funda¬ 
mental change in licensing 
from possessing ownership to 
essentially renting. If a software 
vendor offers on-premises 
and cloud choices, assess the 
implementation and operat¬ 
ing costs of both options. “The 


cloud will not always be the 
cheapest solution, especially if 
requirements and user load are 
stable,” he says. For example, 
the case for cloud deployment 
and licensing isn’t always obvi¬ 
ous for finance and manufactur¬ 
ing deployments, he says. 

Double Up 

Depending on how specialized 
a cloud vendor is, some items 
can be written into a contract, 
says Info-Tech Research Group 


Senior Consulting Analyst Sandi 
Conrad. One example is writing 
into the contract that you need 
the ability to have a replica of 
an application locally hosted so 
that if you must flip the switch 
if something happens to that 
provider, your location isn’t 
affected. Conrad says being 
able to switch to a locally stored 
application is a huge business- 
continuity benefit, but enterpris¬ 
es may have to push a vendor 
to allow that ability. 
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SIX QUICK TIPS 


What You Need To Know 
About PCI Compliance 

Determine Whether You Can Handle It In-House Or Should Involve A Third Party 



Regulatory compliance 

at any level can seem daunting, 
especially if you’ve never had 
any experience with the process 
before. Plus, the stress of ensur¬ 
ing compliance increases expo¬ 
nentially when you introduce 
customer credit card information 
into the mix. Fortunately, pay¬ 
ment card industry (PCI) compli¬ 
ance is a relatively straightfor¬ 
ward regulation that can often 
be handled in-house, but only 
if you take steps to limit your 
PCI scope and improve your 
internal processes. 

Limit Your Scope 

The first step in handling 
PCI compliance in-house is 
to “scope out your environ¬ 
ments and understand where 
you’re processing, handling, 


transmitting, or storing any 
PCI-related data,” says James 
McCloskey, executive advisor 
at Info-Tech Research Group. 

He says many companies are 
unsure as to whether a particu¬ 
lar business process or element 
of their infrastructure might be 
in scope, and when companies 
are in doubt about an item, they 
“have to keep it in.” This often 
leads to companies having quite 
a few pieces of infrastructure 
that involve PCI-related data 
in some capacity and makes it 
much more difficult and time- 
consuming to establish and 
maintain compliance. 

McCloskey says that once 
you’ve determined what your 
overall PCI scope is, you can 
start to look at ways to reduce 
it. One example is what he calls 


“isolation,” which involves sep¬ 
arating your PCI environment 
from the rest of your computing 
environment in an effort to con¬ 
solidate your efforts and reduce 
overall scope. 

Isolation can help improve the 
security of your PCI-related data 
as well, because it isn’t attached 
to other infrastructure or process¬ 
es and therefore is less exposed. 

Choose A PCI Approach 

In addition to isolation, 
there are two other approach¬ 
es to PCI compliance that 
McCloskey recommends for 
companies. The first is modu¬ 
larization, which also aims to 
focus in all of your PCI-related 
data and force it to come back 
to a centralized environment. 

Most companies have mul¬ 
tiple applications that are han¬ 
dling PCI intake and that “cre¬ 
ates extra cost for the organiza¬ 
tion in having to protect that 
source code, vet it out, and pro¬ 
tect the actual processing envi¬ 
ronment,” McCloskey says. 


Modularization lets you keep 
those individual applications but 
make sure “all of them are com¬ 
ing back to a core module to 
the actual payment transaction 
where any PCI data comes in 
and gets handled,” he says. This 
keeps your PCI-related data in 
one location and once again 
reduces the amount of exposure. 

Another approach is called 
tokenizing and it involves “a 
lot of encryption and process 
rigor to ensure that anywhere 
you would’ve been keeping a 
credit card number, you’re now 
keeping a tokenized version 
separate from the actual data¬ 
base that holds the credit cards,” 
McCloskey says. 

In other words, you have one 
secure database that stores the 
actual credit card information but 
you draw data for payment trans¬ 
actions from a separate tokenized 
database. “It really limits your 
scope by having to focus on 
where the credit cards are stored 
in the tokenization database 
instead of having to protect them 


Cloud, Colocation & Security Considerations 

James McCloskey, executive advisor at Info-Tech Research 
Group, says the location of your data doesn’t matter unless the 
provider is responsible for that data under contract. It’s the dif¬ 
ference between outsourcing payment processing, “where you 
would never see the payment card information,” and offshoring 
or cloud-sourcing that data, “where you’re just relocating the 
infrastructure, but still own the responsibility for it,” he says. 

The real issue with the cloud and colocation, according to 
McCloskey, is “validating that the third-party doesn’t have any 
access to your data,” because if it does, “you have another 
exposure of PCI data to individuals” to deal with. ‘A number of 
hosting providers talk about secure hosting via encryption, but 
if they hold the keys for that encryption, that’s not buying you 
anything in terms of reducing scope,” McCloskey says. 
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everywhere throughout your sys¬ 
tems,” he says. 

Make It A Best Practice 

Regardless of which approach 
to PCI compliance you decide 
to take, you have to make it a 
best practice in your organiza¬ 
tion that just becomes a natural 
part of doing business. 

Renee Murphy, senior ana¬ 
lyst at Forrester Research, says 
the PCI Security Standards 
Council requires that “there 
are both internal and exter¬ 
nal assessments performed 
annually” to make sure your 
practices are solid. The inter¬ 
nal assessment, Murphy says, 
helps illustrate that your com¬ 
pany has processes to identify 
and continually improve your 
processes; the external assess¬ 
ment ensures that internal con¬ 
trols are being applied in an 
appropriate matter. 

However, she adds that nei¬ 
ther one of these approaches 
is “sufficient to understand the 
true alignment or security of the 
organization,” so it’s up to the 
company to make PCI compli¬ 
ance a strong focus. 

“For companies new to the 
process, the hardest thing is get¬ 
ting it all aligned the first time 
and getting tested, but it would 
be foolhardy and a waste of 
time to approach this as a Y2K 
fire drill,” Murphy says. “This 
assessment, like any regulatory 
compliance, should be absorbed 
into the organization’s best 


practice and the classification of 
the data should guide the gover¬ 
nance efforts.” 

Seek Outside Help 

McCloskey says businesses 
that aren’t Level 1 merchants 
or haven’t had a breach that 
required a third party to assess 
their compliance should con¬ 
sider outsourcing payment card 
processing. By outsourcing 
processing, you may pay a bit 
more in terms of per-transac- 
tion costs, but it’s often worth 
it to avoid having to “stand 
up separate infrastructure and 
separate compliance regimes to 
support that infrastructure.” 

He also recommends that 
if these companies decide to 
keep payment card processing 
in-house, they should consider 
bringing in an independent quali¬ 
fied security assessor (QSA) after 
the initial compliance effort to 


“validate the steps that have been 
taken and that the compliance 
regime is appropriate.” Then, 
you can bring the assessor back 
every three to five years to revali¬ 
date your processes. Even though 


QSA assessments are only 
required of Level 1 merchants, 
McCloskey says it’s a good way 
to offset the potential risks of 
“just doing it all on your own and 
hoping for the best.” 


Establish A PCI Steering Committee 

For most companies, the responsibility of handling PCI compli¬ 
ance often falls squarely on the shoulders of the IT security 
group, but James McCloskey, executive advisor at Info-Tech 
Research Group, says this is a mistake and that IT security 
can’t do it alone. McCloskey says it’s “really important to have a 
cross-functional group,” because “when you look at compliance 
approaches, oftentimes the best approach isn’t technology, but 
rather a process change for the business.” 

That means you need the involvement of multiple depart¬ 
ments, including “champions from the finance group, internal 
audit group, and business operations side,” he says. This 
team will then serve as a PCI steering committee and will 
ensure that one group, like IT security, isn’t saddled with all 
of the responsibility. 


BONUS TIPS: 

Improve Over Time 

Renee Murphy, senior analyst 
at Forrester Research, says 
that it doesn’t necessarily 
take any specialized skills 
to handle PCI compliance 
in-house, especially consider¬ 
ing that the people hired to 
perform external testing “are 
specially certified for that 
work.” Your responsibility as a 
PCI-regulated company is to 


constantly review your internal 
processes and improve them. 
And, once again, you have to 
make PCI compliance a part 
of doing business and a rou¬ 
tine in your organization. 

Let Auditors Help 

Keeping those certified experts 
in mind, Murphy says it’s impor¬ 
tant to always leverage auditing 
specialists when you can and 
to realize that “even if you don’t 


see them as your friend, you 
do have a common enemy.” 
Auditors can help you spot 
potential weaknesses in your 
PCI compliance approach and 
help you fine-tune your efforts. 
However, it’s also important 
to not “fall for the idea that 
you aren’t at risk because you 
passed your audit,” she says. 
It’s ultimately up to you to pro¬ 
tect your data and make the 
necessary changes. 
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SIX QUICK TIPS 


Keys To Successful Backups 

A Big-Picture View & Willingness To Explore New Technologies Can Help 



Backups. Just seeing or 
hearing the word can often 
invoke thoughts of headaches 
and anxiety for data center 
and IT professionals. 

“Backups are the oil changes 
and lube jobs of the data cen¬ 
ter—necessary to keep things 
running well,” says Charles 
King, principal analyst at Pund- 
IT. “Backups tend to be the job 
nobody wants.” But it doesn’t 
have to be that way. Here are 
tips and advice from industry 
insiders that can help improve 
your backup processes. 

Take A Strategic View 

One reason backups continue 
to be the bane of existence for 
data center professionals is that 
they’re missing the overall stra¬ 
tegic picture, says Mike Karp, 
vice president and principal ana¬ 
lyst at Ptak Associates. “Until 
recently, very few companies 


have taken a strategic view 
toward data, including what is 
valuable, what isn’t, and how 
best to protect,” he says. 

“If I were to go in and start 
an enterprise data center,” Karp 
says, “the first thing I want to 
understand is the value of the 
data.” By knowing that, you 
can better allocate resources. 

For example, he says, if you 
have a sales database, that’s pret¬ 
ty valuable, while a spreadsheet 
created by some department 
running a football pool is not 
as important. “You have finite 
IT resources and want to make 
sure the first one isn’t getting the 
same resources as the second.” 

You also need to understand 
the value of data over time. 
Although data has a life cycle, 
and most data depreciates over 
time, that’s not always the case, 
Karp says, so time can’t be the 
only consideration. “You have to 


really know your data, and gen¬ 
eralizations are not that useful.” 

Also consider the data’s 
value relative to the resources 
you have and its value relative 
to other data. “Assuming you 
understand that really well,” 
Karp says, “there’s just never 
enough time to do things, so 
you want to figure out the most 
efficient way to deal with it.” 

It eventually comes down to 
a series of service-level agree¬ 
ments, Karp says. How quick¬ 
ly do you have to recover? 
What level of granularity do 
you need to recover to? 

Look At What You Have 

After you know the relative 
value of your data, evaluate 
your current polices, proce¬ 
dures, and hardware, King says. 

If you haven’t recently 
assessed your backup poli¬ 
cies and processes, you need 
to ensure they still meet the 
requirements of the business, 
he says. “Along with that, I’d 
review the status of the backup 


environment and how well IT 
is doing its job,” he says. 

Don’t just assume backup 
and recovery processes you 
developed years, or even just 
months, ago are still the best. 
“Too many organizations put 
backup processes in place and 
then push them out of mind,” 
King says. “With annual data 
growth averaging around 40% 
for most businesses, that’s a 
recipe for disaster.” 

But, King says, don’t be in a 
rush to make a series of chang¬ 
es all at once. “It’s not unusual 
for businesses to panic and try 
to change everything at once, 
usually with very poor results.” 

Invest In Newer Technologies 

As you’re evaluating the cur¬ 
rent processes and tools you 
have in place, look at how new 
technologies and hardware can 
improve your backups. 

“Start paying more atten¬ 
tion to software and less atten¬ 
tion to hardware,” Karp says. 
“Management is where most of 


Review Solutions, Approaches 

One focal point for IT should be determining which solutions 
are reasonable. For example, says Greg Schulz, senior adviso¬ 
ry analyst at Server and StoragelO, a Band-Aid approach that 
buys the enterprise time until it can modernize data protection 
for the long haul might be appropriate. In addition to reviewing 
service-level objectives and requirements, including RTO and 
RPO, “review data access and usage patterns, as well as iden¬ 
tify data that is a candidate for archiving from databases, email, 
and file systems,” Schulz says. Reducing the enterprise’s data 
footprint impact at the source using archiving for inactive data 
with real-time compression and deduplication can also mini¬ 
mize the impact of data protection, Schulz says. 
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the expense is. The more effi¬ 
ciently you can manage it, the 
more value you’ll get out of it. 

Karp says one place to start 
is by getting rid of useless data 
using data reduction technolo¬ 
gies such as deduplication 
and file compression. “If you 
reduce the sheer amount of data 
by getting rid of dupes, you 
still have the same amount of 
information but less data. That 
makes things somewhat easier 
for you because there’s less 
stuff to take care of,” he says. 

Pund-IT’s King says you’ll 
also want to consider solutions 
that automate processes critical 
to successful backups. “Effective 
automation will be key to adapt¬ 
ing to data growth,” he says. 

Karp says automation is 
“not about laying people off.” 
Rather, through automation, 
you’re able to turn IT around 
from being a cost center to pro¬ 
viding value. “Automation pro¬ 
vides an opportunity to capture 
the best practices of your senior- 
most people and capture those 
as a set of policies.” Instead of 
spending their days doing repet¬ 
itive tasks, employees can focus 
on higher-value work. 

In some cases, equipment 
upgrades might also be needed. 
“Add efficiency as equipment in 
the data center gets long in the 
tooth, and retire it,” Karp says. 
He says some of the newer tech¬ 
nologies, such as backing up to 
disk or even disk-to-disk-to-tape, 
add tremendous value. “With 


some equipment, it’s cheaper to 
stop using it and buy new stuff. 
Everybody always looks at 
CAPEX, but it’s really quarterly 
OPEX that will kill you.” 

Verify Backups Work 

One thing that many data 
center and IT managers forget, 
Karp says, is that “when all is 
said and done, backups are not 
the important issue; what are 
important are recoveries.” 

Karp says any site can perform 
backups readily enough, and in 
fact, many do backups reason¬ 
ably well. “But how well do they 
know that what has been writ¬ 
ten to the tape is actually read¬ 
able? This is simple enough 
to determine at the time of the 
backup,” he says. Every backup 
program, he says, has a “verify” 
switch that’s usable during back¬ 
up, “but most places don’t use 


this because of the constraints 
imposed upon them by backup 
window limitations. They sim¬ 
ply run out of time and hope for 
the best. Sometimes the best isn’t 
good enough,” he says. 

Restoring a backup and trying 
it out, says Greg Schulz, senior 


advisory analyst at Server and 
StoragelO, is the “only way you 
can have certainty and confi¬ 
dence that you’re going to be 
able to use what was backed up 
or copied,” no matter what type 
of storage you’re using for back¬ 
up—even in the cloud. 


Consider The Cloud 

When it comes to choosing the best backup system and 
recovery plan for your enterprise, you don’t have to do every¬ 
thing yourself, says Mike Karp, vice president and principal 
analyst at Ptak Associates. 

“If you store something in cloud, that frees you up from a lot 
of the decisions you have to make,” he says. When you enlist 
the help of a cloud provider, part of the contract and service 
negotiations covers the level of service, including how quickly 
you recover and the granularity of recovery. “That may be 
something that makes sense to hand over to someone who 
does this for a living,” he says. 


BONUS TIPS: 

Aim For Business 
Continuity 

Quocirca Service Director Clive 
Longbottom says enterprises 
should regard backup and recov¬ 
ery as a last resort. “The main 
aim should be for business con¬ 
tinuity, which requires something 
a bit different to BR,” he says. 

BR should be more a part of an 
archival strategy for governance, 


risk, and compliance reasons, 
whereas areas such as acciden¬ 
tal file deletion; accessing earlier 
document versions; and stolen, 
lost, or failing devices will require 
a different approach that enables 
rapid regain functionality through 
self-service. 

Seek Help From A Vendor 

Don’t be afraid to enlist the help 
of your vendor. Mike Karp, vice 
president and principal analyst at 


Ptak Associates, says when you 
purchase from a reseller, you get 
more than just a product or solu¬ 
tion. “Engage with those guys,” 
particularly if you have questions 
or problems, he says. ‘Along with 
that relationship you build with a 
reseller, you get not just a rela¬ 
tionship with sales, but with the 
technical guy behind him. In this 
case, your sales guy becomes 
your friend who will go to the tech 
guy to keep you happy.” 
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HOW TO 


Take Control 
Of Shadow IT Activity 

Manage What Employees Are Doing Outside Of IT’s View 



Shadow IT isn’t something 
new. Employees have been 
acquiring and using resources 
without IT’s explicit approval for 
years. Shadow IT today is much 
different than years past, how¬ 
ever, largely due to the personal 
devices and easily acquirable 
cloud services and apps employ¬ 
ees are using for work purposes. 
Employees provisioning their 
own cloud deployments is also 
a significant contributing factor. 

For data loss, security, and 
other reasons, it’s imperative 
IT can identify such activity 
and take effective measures to 
address it while also recogniz¬ 
ing there are benefits of shad¬ 
ow IT to possibly embrace. 

Know The Severity 

According to a late 2013 
survey her firm conducted, 
Lynda Stadtmueller, program 
director of Frost & Sullivan’s 
Stratecast cloud computing 
division, says more than 80% 

Get Started 


of employees use unauthorized 
applications to do their jobs. 

Today, says Carl Brooks, an 
analyst at 451 Research, it’s so 
easy and productive for Web 
development teams to sign up 
for and use a million different 
technologies and services, that 
security teams “can have no idea 
of what or who can access sys¬ 
tems and what weaknesses might 
be present and unaccounted for.” 

Although technology was 
expensive and difficult for indi¬ 
viduals to implement years ago, 
SaaS, BYOD, and app stores 
have changed this. “An indi¬ 
vidual can pretty much set up 
an enterprise app off the back 
of a credit card. A depart¬ 
ment can plan a complete 
rollout of something without 
IT being aware,” says Clive 
Longbottom, Quocirca founder. 

According to Roy Illsley, 
Ovum principal analyst, shadow 
IT spending represents upward 
of 30% of total IT spending. 


Negatives concerning shad¬ 
ow IT often relate to company 
data in terms of unapproved 
software that may not meet cor¬ 
porate security standards and 
introduce vulnerabilities via the 
corporate network. Elsewhere, 
users spreading data among 
cloud providers/systems negates 
the considerable efforts many 
organizations have spent to 
eliminate data silos, something 
that impacts corporate decision 
making and makes governance, 
risk, and compliance impossible, 
Longbottom says. 

Further, multiple employees/ 
departments subscribing to iden¬ 
tical or similar applications jeop¬ 
ardizes managing user licenses 
and obtaining volume discounts. 
Additionally, not knowing the 
volume and types of apps being 
used may result in under-engi¬ 
neering network capacity. 

The Advantages 

Many experts are of the 
opinion that allowing cer¬ 
tain shadow IT activities 
can enable various benefits 


• Some experts suggest com¬ 
panies aim to protect their data 
but allow employees choices in 
the tools they use. 

• Workers often obtain their own 
tools because they feel the IT 
approval process is too slow 
and complicated. 

• Allowing employees choices 
can enable benefits related to 
enhanced innovation, efficiency, 
and productivity. 


related to flexibility, innova¬ 
tion, productivity, and com¬ 
petitive business advantages. 

Brooks says there are cer¬ 
tainly some advantages. “IT 
has to be in the position of 
enabling productive solu¬ 
tions and encouraging (care¬ 
fully) the use of do-it-yourself 
development,” he says. 

Longbottom recommends 
encouraging experimenta¬ 
tion and awarding innovation 
while avoiding fragmentation. 


IT must uncover how severe an issue shadow IT is in the orga¬ 
nization. Traffic monitoring tools can provide a snapshot of apps 
employees are using to help decide which pose real threats and 
how to deal with them. Carl Brooks, analyst at 451 Research, 
recommends implementing a plan that oversees the IT organiza¬ 
tion from a “strategic perspective—all the pieces, all the resources 
(budget and hardware), and all the needs. There should be links 
between each one that you can see, control, and understand, and 
if you find a link leading off to nowhere, that’s your shadow IT.” 
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Longbottom suggests iden¬ 
tifying what apps employ¬ 
ees are using, determining 
which are useful and enter¬ 
prise-grade, and considering 
embracing them. If apps are 
useful but not enterprise- 
grade, he says, identify an 
enterprise-grade equivalent 
and educate users why the 
organization prefers it. 

Stadtmueller believes as 
companies push business 
departments to enhance agil¬ 
ity, innovation, and effi¬ 
ciency, they should praise, 
not punish, employees who 
think outside the box and use 
technology to improve pro¬ 
ductivity or support business 
goals. Given IT’s task is to 
provide an environment for 
businesses to innovate and 
grow, Illsley says shadow 
IT should be embraced but 
under a governance plan that 
spells out the risk assessment 
and criteria services/systems 
must meet. 

Procedures & Strategies 

Numerous network-edge 
appliances can enable moni¬ 
toring and identifying unau¬ 
thorized programs and sys¬ 
tems, Longbottom says. 
Mobile workers who tend to 
connect via public networks 
pose a tougher problem. Here, 
Longbottom recommends 
creating corporate sandboxes 
for their devices and connect¬ 
ing them via a VPN or other 
corporate connector. 


Overall, Stadtmueller says 
employees do so much work 
from personal devices “it’s 
difficult or impossible to 
restrict unauthorized SaaS 
usage.” Thus, an effective 
approach is being as inclu¬ 
sive as possible. She recom¬ 
mends providing approved 
business applications via 
private marketplace or por¬ 
tal approaches to safeguard 
corporate data but also allow 
employees choices. 

Illsley, alternatively, rec¬ 
ommends assigning access 
restrictions to different data 
types. “This will then alert 
IT to an unauthorized app/ 
user trying to access sensitive 
data,” he says. He also says 
to track requested network 
access and usage, noting the 
source and target to discover 
the full path. 

In terms of strategy, many 
experts say you need to educate 
employees why using compa- 
ny-approved applications is 
important in addition to asking 
employees what tools they want 
and need to do their jobs. 

In too many companies, IT 
isn’t good at such communica¬ 
tion, Stadtmueller says. Frost & 
Sullivan survey results indicate 
nearly 20% of line-of-business 
employees don’t know if their 
company has a policy regarding 
SaaS access, while 35% report 
using non-authorized applica¬ 
tions because IT approval for 
new applications is too long 
and cumbersome. 


Action Plan 

Categorize. Classify the types of data in the company 
and restrict access to it accordingly. 

Get educated. Understand what the organization’s busi¬ 
ness does, what its biggest problems are, and how it uses 
technology. 

Pinpoint. Use traffic monitoring tools to view what appli¬ 
cations employees are using and determine which ones 
pose real threats and which don’t to decide how to deal 
with them, including possibly banning some and embrac¬ 
ing others that are enterprise-grade. 

Consult. Ask users about what tools help them best do 
their jobs and offer enterprise-grade equivalents. 

Ensure. Make certain a solid governance plan is in place 
and that everyone in the organization understands it. 
Attempt to create policy that isn’t a burden to comprehend 
and is applicable for most employees. 


Tod Tips 

Identify. After determining what applications employees 
are using, identify enterprise-grade equivalents to roll out 
in their place. 

Support. Ensure IT policies support business goals. 
Repressive technology policies can hamper productivity, 
efficiency, and innovation among workers. 

Set the tone. A dictatorial approach to the software that 
employees can use can curtail an organization’s ability to 
attract and retain the best younger workers who will gen¬ 
erally expect to have choices in the tools they use. 
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HOW TO 


Why Upkeep Of UPS 
Batteries Matters 

Maintenance & Troubleshooting Tips To Help Prevent Power Outages From Occurring 



You’ll have trouble 

finding an IT manager who 
isn’t aware of the importance 
of maintaining and monitor¬ 
ing UPS systems and who 
doesn’t take the responsibil¬ 
ity seriously. 

Whether most IT manag¬ 
ers hold the same regard for 
UPS batteries, however, is 
debatable—this despite so 
much is riding on them to 
operate as designed when 
needed. For productivity, 
revenue, business disrup¬ 
tion, and numerous other 
reasons, consistent UPS bat¬ 
tery maintenance is vital, as 
is the ability to troubleshoot 
problems when they arise. 

Why Awareness Matters 

As Ken Koty, sales engineer 
at PDU Cables (866/631-4238; 
www.pducables.com) says, 
the most important reason for 
staying current on the state of 
UPS batteries in data centers 

Get Started 


is because if they don’t work, 
“your UPS system is noth¬ 
ing but a big vacuum cleaner 
taking in room air and blow¬ 
ing out hot air.” Further, he 
says, seamlessly transferring 
a critical load in the event of 
a power outage won’t occur, 
meaning “the site will experi¬ 
ence an outage.” 

“Most batteries in UPSes 
are lead-acid batteries,” 
says Rich Fichera, Forrester 
Research vice president and 
principal analyst. “They’re 
just like the batteries in your 
car except they’re more 
expensive, but they have the 
same problems. They eventu¬ 
ally wear out.” 

Wearing out takes the form 
of the batteries holding less 
of a charge over time. This is 
important because if the UPS 
is nominally rated for, say, 
30 minutes, but the batteries 
are considerably out of date 
and holding a charge under 


capacity, “you’re not going 
to get 30 minutes. That’s the 
bottom line,” Fichera says. 

Lex Coors and Chris Larsen, 
active members of The Green 
Grid, characterize UPS bat¬ 
teries as being vital yet sus¬ 
ceptible. Battery failure is a 
common cause of load loss, 
which makes monitoring, 
maintenance, and manage¬ 
ment critical so issues are 
detected before they escalate 
into incidents, they note. 

Overall, Koty says being 
aware of the current state of 
your batteries means know¬ 
ing their age and condition. 
In addition, you need to 
ensure that maintenance pro¬ 
grams are implemented and 
someone is actually ensur¬ 
ing that maintenance tasks 
are being completed and any 
issues discovered are being 
immediately resolved. 

Problems & Answers 

Poor maintenance is like¬ 
ly to create several issues, 
including a lack of knowl- 


Key Points 


• Poor UPS battery maintenance 
can hinder a seamless transfer 
of critical load, leading to a 
power outage. 

• The temperature of the rooms 
batteries are stored in can 
adversely impact capacity, life 
span, and performance. 

• Proper safety should be used 
when doing any maintenance 
or troubleshooting involving 
UPS batteries. 


edge concerning a battery’s 
age and how long it can sup¬ 
port a load. 

Coors and Larsen cite 
industry data that indicates 
batteries usually show a slow 
degradation of capacity until 
reaching 80% of their ini¬ 
tial rating, after which fail¬ 
ure generally occurs. They 
say ambient temperature and 
poor general maintenance are 
among the factors impacting 
battery life. 


Ken Koty, sales engineer at PDU Cables (866/631-4238; www 
.pducables.com), recommends the following troubleshooting 
procedures regarding UPS batteries. Conduct a visual inspec¬ 
tion looking for corrosion on battery posts. Inspect for post seal 
leaks, which can occur because of poor handling or unsup¬ 
ported cables damaging the posts. Discolored terminals can 
indicate loose connections between battery connections. Also 
check for low water levels in wet-cell batteries and note spe¬ 
cific gravity readings. Load test battery strings to see if they’ll 
support design load specifications. 
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Koty says keeping batter¬ 
ies in rooms that are too hot 
or cold also impacts capac¬ 
ity. The optimal temperature 
setting for battery life and 
performance purposes is 77 
degrees Fahrenheit, he says. 

Coors and Larsen say exces¬ 
sive battery room temperature 
is a problem for all battery 
types but especially UPS bat¬ 
teries with high internal power 
loss. The higher the tempera¬ 
ture, the higher the float cur¬ 
rent at a given voltage, they 
say. This accelerating process 
occurring can result in unex¬ 
pected short battery life and 
possibly thermal runaway. 

Koty also recommends 
keeping battery storage rooms 
clean. Visual inspections of 
critical sites should occur at 
least weekly and complete 
battery connection torquing 
every six months, he says. In 
addition, regularly check the 
total voltage for each string to 
verify the strings are within 
specifications, he says. 

Specific gravity checks 
should happen quarterly, and 
load testing should occur at the 
factory if possible or immedi¬ 
ately after installation and then 
about every two years after, 
Koty says. 

Coors and Larsen say per¬ 
forming a rundown test will 
help determine battery capac¬ 
ity. If battery capacity tests at 
less than 80% of rated capac¬ 
ity, consider replacing the bat¬ 
tery, they say. 


Take Care 

Working with UPS batter¬ 
ies does pose danger, so you 
should take precautions, and 
those employees or profes¬ 
sionals performing mainte¬ 
nance should have proper 
knowledge of UPS batteries. 

Various sources recom¬ 
mend having eye/face pro¬ 
tection, eye wash and deluge 
shower stations, electrically 
insulated gloves and tools, 
protective aprons and shoes, 
a class C fire extinguisher, 
acid neutralizing agent, and 
lifting device. “Most UPS 
batteries, especially those 
for large UPS systems, are 
heavy,” Koty says, “so there 
should also be some type of 
hoisting equipment in the 
event battery jars need to 
be replaced.” 

Koty also recommends bat¬ 
tery rooms have flat ceiling 
surfaces to ensure any hydro¬ 
gen gas released doesn’t trap 
in pockets and that a ven¬ 
tilation system is in place to 


provide proper air exchange. 
He also recommends hav¬ 
ing hydrogen gas sensors, an 


emergency shutoff to battery 
output, a fire detection system, 
and spill containment. 


Action Plan 

Although numerous service providers can monitor and main¬ 
tain UPS systems, possessing general knowledge about 
UPS batteries yourself can ensure UPS systems perform as 
expected when needed. This includes knowledge concern¬ 
ing proper battery storage. PDU Cables Sales Engineer Ken 
Koty (866/631-4238; www.pducables.com) recommends: 

Storage. Ensure battery racks and cabinets can handle the 
weight, size, and quantity of batteries on hand. 

Flooring. Ensure flooring in the battery room can accommo¬ 
date the weight of batteries and their racks. 

Compartmentalize. Isolate battery rooms from one another 
via fire compartmentalized rooms that are located apart from 
each other and from staffing areas and other equipment. 

Lighting. For fire detection and suppression purposes, treat 
each battery room as a separate zone. 

Alarms. If possible, equip battery systems with remote 
monitoring systems to signal battery problems. 


Top Tips 

Be prepared. Keep a separate rack of spare batteries charging so that they’re ready to use. (The 
number of spare batteries depends on the number of battery strings that are in question.) 

Stay up-to-date. Ensure your battery vendor is providing detailed reports concerning readings and 
issues found with its batteries, along with corrective actions. 

Let the vendor buy batteries. If purchasing a new UPS system, consider letting the UPS manu¬ 
facturer select recommended or certified batteries for the system. 
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SIX QUICK TIPS 


What You Need To Know 
About Lean IT Concepts 

Learn How To Apply These Ideas To Your Business Processes & Philosophies 



Even the most efficient com¬ 
panies are looking for ways to 
improve their operations and 
better serve customers, but it’s 
difficult to know where chang¬ 
es are needed and how to refine 
your business processes to get 
better results. The concept of 
Lean IT helps companies not 
only improve the efficiency of 
their processes and services, 
but also reduce waste through¬ 
out the business. 

Main Ideas Behind Lean IT 

The concept of Lean was first 
introduced in the manufacturing 
arena as companies found ways 
to reduce waste in production 
processes, make the companies 
as efficient as possible, and keep 
up with competitors. IT teams 


have since started taking the 
Lean concept and applying it to 
internal business processes in an 
effort to automate certain tasks 
or, at the very least, reduce waste 
when possible. 

Diego Lo Giudice, vice presi¬ 
dent and principal analyst at 
Forrester Research, says reduc¬ 
tion of waste is one of the most 
popular principles of Lean IT, 
but there are other benefits. 

For one, Lean IT forces the 
company to focus on value and 
building quality into products 
from the beginning, he says. 
This means testing a product 
to make sure it will perform 
as advertised so the company 
spends less time fixing issues 
after the fact. Lean IT is not 
only about reducing waste and 


improving efficiency internally, 
but also externally once prod¬ 
ucts are in the market or ser¬ 
vices are offered to customers. 

Best Use Cases 

The best areas to actu¬ 
ally apply Lean IT concepts 
are often “processes that most 
closely resemble the produc¬ 
tion floor,” says Andy Rowsell- 
Jones, vice president and 
research director at Gartner. 

He says processes that are 
completed “more than a couple 
times a month, involve more 
than four or five people, and/or 
cross an organizational bound¬ 
ary” are the best candidates for 
Lean IT because they are often 
“hugely inefficient.” If a pro¬ 
cess has to go between mul¬ 
tiple departments and multiple 
employees before actually going 
through, there’s a good chance 
you are wasting time and there 
may be opportunities to automate 
the process in the future. 

Documentation is another 
area where companies incur 


IT-related waste. Some manu¬ 
als and documents are required 
by law or are mandated by reg¬ 
ulation, but there may be oth¬ 
ers that only exist because of 
an outdated business process or 
philosophy. For the latter type 
of document, employees may 
waste time updating or reading 
it, even if it isn’t necessary for 
the business itself to operate. 

“That is waste because you 
spend a lot of money and time 
building a specification like 
that, but if the business doesn’t 
read it or give feedback, then 
you are going to deliver some¬ 
thing that isn’t necessarily 
aligned with what the business 
does,” Lo Giudice says. “You 
might not be creating value for 
the business, and you’re defi¬ 
nitely creating waste.” 

Areas That May Not Benefit 

Even though the concepts of 
waste reduction and efficiency 
improvement can be applied to 
almost any part of a company, 
you might not always get as 


Two Approaches To Lean IT Implementation 

When it comes down to actually implementing Lean IT con¬ 
cepts in your business, there are often two ways of think¬ 
ing about it, says Andy Rowsell-Jones, vice president and 
research director at Gartner. One approach is to look at Lean 
IT simply as a tool that can be applied to specific situations, 
such as spotting waste, but thinking that “it isn’t going to give 
me this continuous improvement,” Rowsell-Jones says. 

The other way to approach Lean IT is to view it “as a calling” 
and to think that “every other discipline, tool, and technique 
fits within your framework,” says Rowsell-Jones. These com¬ 
panies often see Lean IT as a 20-year journey, and it even¬ 
tually just becomes “the way they do things,” he says. The 
approach you choose ultimately depends on how dedicated 
you are to eliminating waste and improving efficiency through¬ 
out your organization. 
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much of a benefit as you might 
expect. Rowsell-Jones says 
Lean IT is a great concept for 
sustaining innovations or sus¬ 
taining improvement, but that it 
isn’t as great for actually devel¬ 
oping a new technology—that 
still takes traditional research 
and development, which has 
inherent and unavoidable waste. 

After you’ve developed the 
initial concept or released a 
product into the market, you can 
use Lean IT concepts to focus 
on new innovations for future 
iterations. Once you get through 
those first research steps, you 
can make sure you reduce waste 
and improve efficiency from 
that point on using Lean IT. 

Lo Giudice says companies 
can apply Lean IT concepts 
to almost any facet of busi¬ 
ness, but there are areas where 
you’ll see fewer benefits. 

For instance, if you try to 
apply Lean to a traditional 
end-to-end system that doesn’t 
change often and is already 
efficient, you’re not going to 
see much benefit, Lo Giudice 
says. But if you instead focus 
on things such as systems of 
engagement or other systems that 
are constantly evolving, you’ll 
find more areas to apply Lean IT. 

“There are areas where there 
is more bang for the buck in the 
beginning, and typically it’s in 
these environments where there’s 
a lot of innovation, requirements 
are unknown, and delivery cycles 
are shorter,” Lo Giudice says. 


Lean IT & Agile 

Lo Giudice says the concept 
of Lean is different when you 
look at it from an IT or enter¬ 
prise-level point of view. The 
idea of applying Lean to busi¬ 
ness processes and reducing 
waste is more of a focus of the 
enterprise, but “when you want 
to turn those lean principles 
over to the teams that are actu¬ 
ally responsible for developing, 
delivering, and integrating soft¬ 
ware, that’s where it becomes 
more about agile,” he says. With 
Lean IT, the IT team is able to 
put Lean concepts into terms the 
business can understand while 
also being able to apply Lean in 
areas that are more technical. 

“Lean is translating into 
agile project management phi¬ 
losophies, leaner infrastruc¬ 
ture on the operations side, and 
agile engineering practices so 
you can have, besides project 


management, tools and infra¬ 
structure in place so you can 
deliver software faster,” Lo 
Giudice says. 

“Some vendors see DevOps, 
for example, as a broad end-to- 
end Lean approach from busi¬ 
ness concept to deployment, but I 


also like to describe it as agile for 
the operations, meaning that to 
be leaner and deploy things fast¬ 
er, you need to put automation in 
and have the developers and data 
center guys collaborating more. 
It’s all about delivering software 
faster with great quality.” 


Know When Lean IT Is Necessary 

If you’re wondering whether it’s time to start introducing Lean 
concepts into your data centers and business as whole, look 
to your employees. Diego Lo Giudice, vice president and 
principal analyst at Forrester Research, says that the busi¬ 
ness will scream that “they want things faster” or that “quality 
is poor,” but the IT team won’t be able to make the neces¬ 
sary changes to improve performance fast enough to meet 
employee demands. If you find yourself in this situation where 
you just don’t have enough agility to respond to the needs of 
the business, it may be time to look at the business processes 
that are negatively impacting the company and apply some 
Lean IT concepts so you can cut down on response time and 
start to work in a different way in general, Lo Giudice says. 


BONUS TIPS: 

Service Lean 

Andy Rowsell-Jones, vice 
president and research direc¬ 
tor at Gartner, says that waste 
exists in services. For example, 
if you send an unclear email to a 
customer asking him to update 
an online profile and he ends 
up having to contact the call 
center for clarification, you’ve cre¬ 
ated “failure demand,” he says. 


Applying Service Lean would 
mean fixing that initial email to 
prevent the customer and the call 
center employee from wasting 
time on the extra phone call. 

Lean Startup 

The Lean Startup approach 
refers to the idea of gauging 
consumer interest in a particu¬ 
lar product before fully releasing 
it into the marketplace. Lean 
Startup is particularly helpful for 


application developers because 
you can “develop enough of 
the app for the customer to 
understand whether it has 
value,” Rowsell-Jones says. If 
there is demand and custom¬ 
ers like it, you can go ahead 
with deployment. If customers 
don’t respond well to the app, 
you can recycle the code, use 
it somewhere else, and start 
over, which will save you time, 
money, and effort. 
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Buying Tips: 

Data Center 
Furniture 


In a high-duty area such 
as an enterprise or data center, 
you need furniture that’s both 
functional and durable. Here’s 
what to keep in mind as you’re 
comparing options. 

View The Big Picture 

Start at the macro level as you 
determine your furniture needs. 
“It’s important to look at the big 
picture when determining what 
technical workspace solution is 
going to best serve your com¬ 
pany’s needs, both economically 
and functionally,” says Kristen 
Speranza-Diamond, vice presi¬ 
dent at Hergo (888/222-7270; 
www.hergo.com). 

This is important because you 
don’t want to be in a position a 
few years down the road where 
you are forced to start at square 
one again “because needs have 
changed and the existing design 
doesn’t offer the modularity 
required to expand or reconfig¬ 
ure in accordance with current 
equipment inventory and opera¬ 
tional workload,” Speranza- 
Diamond says. 

Make Sure It Fits The Space 

Know the dimensions of the 
space and furniture. Also help¬ 
ful is knowing how a worksta¬ 
tion will be used and by how 
many people to ensure com¬ 
fort. Be sure to note whether 
the surface of the furniture has 
a lip that makes it wider at the 
top than at the bottom, and 
don’t forget to leave space for 


drawers to pull out in cabinets 
or for people to work in front 
of the furniture. 

Marking the space with 
tape can show you how much 
space the furniture takes up as 
well as what kind of walking 
space will be left over once 
it’s there. If you prefer not to 
do it yourself, many furniture 
vendors offer design templates 
or free space planning. 

Research Available Vendors 

A solid data center furni¬ 
ture vendor will have a long 
track record of providing high- 
quality products and services. 
That ensures you can view it 
as a partner and work with the 
company for years to come. 

“You want a vendor that you 
can invest in for the future,” 
says Eli Hertz, CEO and presi¬ 
dent of Hergo. “You don’t 
want to deal with a company 
that will only be around for a 
one-time purchase.” 

Check For Quality 

Once your budget is estab¬ 
lished, you can get the best 
value for the dollars you spend 
by looking for the best materi¬ 
als for your price range. 

Speranza-Diamond says it’s 
essential to do your homework 
before purchasing so you don’t 
have to make the same purchas¬ 
es again due to buckling shelv¬ 
ing and cracking work surfaces. 

For example, the frame 
makes a big difference in the 



durability of a piece of fur¬ 
niture. Especially for desks, 
a steel frame with cross sup¬ 
ports is going to be the most 
durable model. As for surfac¬ 
es, high-density laminate and 
high-density pressboard are 
good choices. 

“Do not just assume that 
the product is made with 
heavy-duty steel and high- 
pressure laminated work 
surfaces. Ask about weight 
capacities, manufacturing 
practices, and warranties,” 
Speranza-Diamond says. 

Use Your Space Efficiently 

One way to use space more 
efficiently is to go vertical 


rather than horizontal, possi¬ 
bly by investing in pieces of 
furniture that are wall-mount¬ 
able. “Office and lab space is 
at a premium,” says Speranza- 
Diamond. “It’s beneficial to go 
vertical and make the best use 
of square footage.” 

Most necessary pieces of 
furniture and equipment for 
data centers are becoming 
less expensive, “so everyone 
is upgrading and making the 
transition to go compact,” 
she says. Manufacturers are 
putting more advanced tech¬ 
nology into smaller packag¬ 
es, which will help you put 
more equipment into each 
piece of furniture. 


Checklist 

Seek out quality. Although looking for deals can help compa¬ 
nies on a tight budget, sacrificing quality as a result can end 
up costing more in the long term, especially if buying from 
vendors that don’t offer lifetime warranties on furniture. 

Know the delivery terms. Determine if the delivery includes 
bringing it inside the facility, requires a lift gate or loading 
dock, and includes assembly or puts the responsibility on you 
or a third-party installer. 

Go modular when possible. Buying components that are 
interchangeable lets you modify the setup to meet changing 
needs, including downsizing or expanding space. Increasingly, 
individual furniture units can be mixed and matched and lay¬ 
out configurations easily altered. 

Build vertically. Purchase components that support building 
vertically for better space efficiency. 
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Buying Tips: 

Cable & Airflow 
Management 


Managing cables is an after¬ 
thought. That’s an unfortunate 
reality among many data cen¬ 
ters, says Ken Koty, sales engi¬ 
neer at PDU Cables (866/631- 
4238; www.pducables.com). 
Among other things, poor cable 
management leads to perfor¬ 
mance problems and issues with 
troubleshooting and airflow. 

Manage The Heat 

“Too many times we think 
that the answer to hot spots and 
airflow-related issues inside the 
data center is to lower the tem¬ 
perature point on the AC units,” 
says Matt Burkle, national 
channel manager at HM Cragg 
(800/672-7244; www.hmcragg 
.com). “The problem with this 
is that it not only wastes energy 
and money, it doesn’t necessar¬ 
ily solve the core issue.” 

Managing the heat that is 
generated within the data cen¬ 
ter is the single greatest way 
to ensure that the cold air 
you supply gets to where it 
needs to go, Burkle says. To 
help manage the heat creat¬ 
ed in your data center, make 
use of products such as rack- 
level heat containment chim¬ 
neys, aisle or row air contain¬ 
ment systems, and even self- 
contained cooling enclosures, 
Burkle says. 

“In all of these scenarios, the 
core concept is the same: The 
heat that is generated is captured 
and removed before it can mix 
with the cold air being supplied 


to the room.” If you eliminate 
air mixing and remove the heat 
before it can negatively affect 
the cold air supply, then the air 
at the inlet of the racks will be 
the correct temperature, he says. 

Burkle recommends adopt¬ 
ing a strategic environmental 
monitoring plan with tempera¬ 
ture/humidity/airflow monitors 
at various places in the front of 
the enclosures. 

Measure Your Airflow Data 

The first step toward improv¬ 
ing data center airflow is to 
assess inconsistencies in pres¬ 
sure differentials and flow direc¬ 
tion, according to Ian Seaton, 
global technology consultant at 
Chatsworth Products (800/834- 
4969; www.chatsworth.com). 

“The best starting place is 
to bench test the difference in 
temperature across all com¬ 
puting equipment, at some¬ 
thing near normal application 
type and level, and compare 
it to the total temperature 
rise across the data center,” 
Seaton says. 

Know How Cabling 
Impacts Airflow 

Cabling can influence air¬ 
flow and heat. To create a posi¬ 
tive influence with cabling, 
use a hot-/cold-aisle configura¬ 
tion with cabinets, Koty says. 
“Only run cables in the hot 
aisles,” he says. “If space is a 
concern, use tiered racking or 
trays to separate and elevate 



the cables within the hot aisle. 
If cables need to be run in 
the cold aisle, spread them 
out on the floor to prevent air¬ 
flow restrictions.” 

Koty also advises running 
cables in straight rows and 
avoiding crossing cables over 
cold aisles with 45-degree 
runs in order to save just a 
few feet of cable length to 
cut costs. “You want to keep 
all cold aisles completely 
open for better air delivery,” 
Koty says. 

Also make sure to use 
grommets to seal openings in 
the floor panels where cables 
pass through, he says, to limit 
bypass air and to maintain the 
integrity of the air plenum. 


Consider Color & Labeling 

When it comes to cable 
management, Koty says 
color coding can help iden¬ 
tify and trace cables and sim¬ 
plify management. With data 
cables, use color to identify 
the cable’s role/function or 
connection type. 

With power cables, use 
color to identify and orga¬ 
nize dual power feeds for 
redundant power sources. 
Secure labels so they’re 
accessible but difficult to 
remove. Also, maintain a 
spreadsheet that identifies 
the cables and colors, where 
cables come from and go, 
and configurations. 


Checklist 

Steven Bornfield, senior data center consultant at Chatsworth 
Products (800/834-4969; www.chatsworth.com), offers the fol¬ 
lowing airflow management tips for decision makers: 

Know your space. Ensure that your equipment is properly 
racked to minimize bypass airflow. 

Maintain the flow. Don’t place a device that breathes from the 
rear to the front within a cabinet. 

Watch the entrance and exit. Manage power and data cables 
so that they do not block air inlet or exit points on the devices. 

Don’t stir things up. Contain hot air or prevent the mixing of 
supply and return. 

Calculate your requirements. Compute devices need the cor¬ 
rect amount of airflow. If the needed minimum amount of air is 
not being provided, these devices can overheat. 
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PROCESSOR 


Network With Your Peers 
At These IT Training & Association Meetings 
Across The United States 


JULY 

AITPTwin City 

July 24, 7 p.m. 

Ozark House Restaurant 
704 McGregor St. 
Bloomington, III. 

www.aitp.org/members/group_content 
_view.asp?group=75779&id=125369 


AUGUST 

AITP Pittsburgh Golf 
Outing Scholarship 
Fundraiser 

Aug. 2, 7 a.m. 

Butler’s Golf Course 
800 Rock Run Road 
Elizabeth, Pa. 

www.aitp-pgh.org/golf-outing.html 


Core Solutions of 
Microsoft Exchange Server 

Aug. 4 

New Horizons Greensboro 
7019 Albert Pick Road, Suite B 
Greensboro, N.C. 
www.nhgreensboro.com 


AITP 

Washington D.C. 

Aug. 14 

Alfio’s LaTrattorio Restaurant 
4515 Willard Ave. 

Chevy Chase, Md. 
www.aitpdc.org 

AITP 
Twin City 

Aug. 21, 7 p.m. 

Ozark House Restaurant 
704 McGregor St. 
Bloomington, III. 
www.aitp.org/members/group_ 
content_view 

.asp?group=75779&id=125369 

SEPTEMBER 

DatacenterDynamics 

Converged 

Seattle 

Sept. 4 

Hyatt Regency Bellevue 
Seattle, Wash. 

www.datacenterdynamics.com 
/conferences/2014/seattle-2014 


AITP 

Wheeling 

Sept. 10 
White Palace 
at Wheeling Park 
1801 National Road 
Wheeling, W.Va. 
www.aitp-wheeling.org 


AITP 

Research Triangle Park 

Sept. 11 

NC State University Club 
4200 Hillsborough St. 
Raleigh, N.C. 
www.rtp-aitp.org 


AITP 

Washington D.C. 

Sept. 11 

Alfio’s LaTrattorio Restaurant 
4515 Willard Ave. 
Chevy Chase, Md. 
www.aitpdc.org 

SharePoint 

TechCon 

Sept. 16-19 
Boston, Mass. 
www.sptechcon.com 
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Upcoming IT Events 


AITPTwin City 

Sept. 18, 7 p.m. 

Ozark House Restaurant 
704 McGregor St. 
Bloomington, III. 
www.aitp.org/members/group_ 
content_view 

.asp?group=75779&id=125369 


Administering Windows 
Server 2012 

Sept. 22 

New Horizons Charlotte 
9140 Arrowpoint Blvd., Suite 400 
Charlotte, N.C. 
www.nhcharlotte.com 


High Performance 
Computing for Wall Street: 
Show & Conference 

Sept. 22 
Roosevelt Hotel 
Madison Avenue & 45th St. 

New York, N.Y. 
www.flaggmgmt.com/hpc 

Interop New York 

Sept. 29-Oct. 3 
New York, N.Y. 
www.interop.com/newyork 


AITP Akron 

Sept. 30 
Akron, Ohio 
www.akron-aitp.org 


OCTOBER 


Datacenter Dynam ics 
Converged Chicago 

Oct. 1 

Hyatt Regency McCormick Place 
Chicago, III. 

www.datacenterdynamics.com 
/conferences/2014/chicago-2014 


AITP Wheeling 

Oct. 8 

White Palace at Wheeling Park 
1801 National Road 
Wheeling, W.Va. 
www.aitp-wheeling.org 

AITP Research 
Triangle Park 

Oct. 9 

NC State University Club 
4200 Hillsborough St.; Raleigh, N.C. 
www.rtp-aitp.org 


AITP 

Washington D.C. 

Oct. 9 

Alfio’s LaTrattorio Restaurant 
4515 Willard Ave. 

Chevy Chase, Md. 
www.aitpdc.org 

AITP Twin City 

Oct. 16, 7 p.m. 

Ozark House Restaurant 
704 McGregor St. 
Bloomington, III. 

www.aitp.org/members/group_content_ 

view.asp?group=75779&id=125369 


Data Center World— 
Leadership Conference 

Oct. 19-22 

Orlando World Center Marriott 
Orlando, Fla. 

www.datacenterworld.com/fall 


DatacenterDynamics 
Converged Phoenix 

Oct. 21 

Hyatt Regency Phoenix 
Phoenix, Ariz. 

www.datacenterdynamics.com 
/conferences/2014/phoenix-2014 


Do you have an event you’d like to see listed? 
Send an email to feedback@processor.com. 
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Physical Infrastructure 


PROCESSOR 

Solutions Directory 


Here are brief snapshots of several companies 
offering products designed for the data center and 
IT industry. Listings are sorted by category, 
making it easy for you to find and compare companies 
offering the products and services you need. 

You can find more detailed information on these 
companies and the products they offer inside this issue. 


To list your company and products, 
call (800) 247-4880. 


COMPUIERWISL 

ComputerWise, a privately held U.S. based corporation founded in 1971 as 
a provider of off-the-shelf as well as custom software and systems for the 
manufacturing marketplace, has since 1981 manufactured factory data collec¬ 
tion systems and equipment. Our product line consists of compact keyboard/ 
display units, networking hubs (TIM1B) and concentrators (TLD2), plus appli¬ 
cation software. 

Today ComputerWise manufactures a wide-range of data collection terminals, 
both stationary and portable, as well as Ethernet based terminals and our 
EC305 Ethernet Time Clock and EC305-FP Biometric Time Clock. 

Products Sold: 

• Data Center Wall Clocks 


(800) 255-3739 I www.sales@computerwise.com 


Physical Infrastructure 




Physical Infrastructure 


♦buck soar 

Black Box is a leading technology product solutions provider that helps 
customers build, manage, optimize, and secure their networks. The company 
is a single source for cabling, cabinets and racks, localized cooling, power 
and surge protection, environmental monitoring, and more. Black Box also 
offers a best-price guarantee and FREE, live, 24/7 U.S.-based Tech Support. 

Products Sold: 

• Acoustic IT Enclosures 

• Cabinets & Racks 

• Cables & Patch Panels 

• Console Servers 

• Cooling 

• Datacom 


(877) 877-2269 I www.blackbox.com 


Industrial 

Infrastructure Hardware 
KVM 

Networking 

Power 

Remote Monitoring 


AUSTIN 

TO® Hit 


Founded in 1995, Austin Hughes Electronics Ltd. is a design and manufactur¬ 
ing group that offers a broad range of solutions based around 19-inch rack- 
mount technology. With a wealth of experience, Austin Hughes design and 
development teams are focused to rapidly transform customer requirements 
and market trends into saleable solutions. 

Products Sold: 

• Infra solution Cabinet Smartcard Handles 

• InfraPower Cabinet Intelligent PDUs 

• CyberView Rackmount KVM & LCD Console Drawer 

• Environmental Sensors 


(510) 794-2888 I www.Austin-Hughes.com 


Physical Infrastructure 


SL AVTECH 


AVTECH, founded in 1988, manufactures hardware and software for users 
at all skill levels to easily monitor environmental conditions in IT and other 
facilities. Their Room Alert® products will monitor, alert, log, graph, view, 
respond, report, and protect. Over 130,000 customers across 179 countries 
makes AVTECH a proven market leader, allowing ‘Disaster Prevention’ 
instead of ‘Disaster Recovery’. Protect your facility today with AVTECH’s 
Room Alert®. 

Products Sold: 

A full range of Room Alert® monitors, sensors, and software for temperature, 
humidity, heat index, power, flood/water, smoke/fire, airflow, room entry, 
outdoor and fluid temperature, fuel and water tank levels, panic buttons, oil, 
sound, light, and more. Alert by text, email, SMS, phone, and more. 


(888) 220-6700 I www.AVTECH.oom 


Physical Infrastructure 


SthrLiiue 

Universal Electric Corporation has revolutionized electrical power distribution in 
the mission critical, light industrial and commercial industries with STARLINE 
Track Busway. It was designed to meet the rugged specifications of the UL857, 
track busway and Associated Fittings Category, with the flexible features of 
track lighting. The STARLINE Track Busway system, which consists of sections 
of busbars and plug-in units that can tap off anywhere along the installation, 
provides power distribution systems ranging from 40 to 800 amps. 

Products Sold: 

• Data Center/Mission Critical 

• Retail 

• Labs 

• Industrial 

• Higher Education 


(724) 597-7800 I www.uecorp.com 
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Physical Infrastructure 


BayTech 



BayTech was founded in 1976 and, since the 1990s, has developed unique 
products for remote power management. The company uses printed circuit 
board instead of wires for a better, more resilient connection between the data 
center equipment and the receptacle. BayTech provides an extensive Web site 
with brochure downloads, warranty information, and reseller support and also 
offers evaluation units for data centers. 

Products Sold: 

• Power control, distribution, management, and metering 

• Power transfer switches 

• Console management and remote site management 


(800) 523-2702 I www.baytech.net 


SENSAPHONE 

REMOTE MONITORING SOLUTIONS 


Sensaphone has been designing and manufacturing remote monitoring 
systems for more than 25 years and has more than 300,000 of its products in 
use. Sensaphone’s product lineup offers a full range of devices with a broad 
number of features and applications designed to monitor your entire infrastruc¬ 
ture and alert you to changes. All product engineering functions, including 
hardware and software design and circuit board layout and assembly, are 
performed at the Sensaphone facility in Aston, Pa. 

Products Sold: 

Remote monitoring solutions that provide email and voice alarm notification 
for problems related to temperature, humidity, water detection, power failure, 
and more. 


(877) 373-2700 I www.sensaphone.com 


Physical Infrastructure 


^Atlas Sales & Rentals, Ihg. 

THE PORTABLE COOLING & HEATING SPECIALISTS 


Atlas has specialized in portable air conditioning since 1979 and leads the 
industry in server room and data center portable cooling. We offer “24/7” 
response from company-owned, full-service offices around the country, each 
stocked with a wide inventory of equipment for primary, supplemental, or 
emergency cooling. All portable items are available for sale or rental. Atlas is a 
Preferred MovinCool® Distributor and a GSA Certified MAS Contractor. 

Products Sold: 

• 1 -5 ton portable air conditioners, air and water-cooled 

• 12-ton portable coolers designed to roll through a standard doorway 

• Ceiling-mount air conditioners - full line of MovinCool® packaged a/c units 


(800) 972-6600 I www.AtlasSales.com 


Physical Infrastructure 


(hm cragg 

Quality People. Quality Power 

As an integrator and master distributor providing quality power solutions, HM 
Cragg has built a reputation as the company that delivers innovation to aid and 
satisfy its customers. HM Cragg was founded in 1968 and is 100% employee- 
owned, focusing on quality people and exceptional products. 

Products Sold: 

• AC and DC power solutions (UPSes, power distribution) 

• Control and monitoring (environmental and power) 

• Connectors and cables (cord sets, ePDU cables) 

• Cooling and Racks (airflow management, portable cooling) 


(800) 672-7244 I www.hmcragg.com 


Physical Infrastructure 




Physical Infrastructure 



Since 1979, Simplex Isolation Systems has been setting new design standards 
in modular expandable cleanroom components, isolation curtains, hardware, 
and new product development. Fontana, Calif.,-based Simplex’s unique strip 
doors and mounting systems are designed for quick installation. Simplex 
parts and materials perform with optimum efficiency, last longer, and save you 
money. And with Simplex, you are always backed by industry expertise, 
product knowledge, and the best warranties in the market. 

Products Sold: 

• Cleanrooms • Strip doors 

• Enclosures • Curtains 


Based in New York City, Hergo Ergonomic Support Systems is an independent 
designer and manufacturer of enclosure cabinet solutions, technical computer 
furniture, and modular racking systems. The company’s products are designed 
to promote organization in the workspace and to increase the productivity of 
computers, peripherals, and communications equipment. Hergo is known for its 
high-quality products and superior customer service. 

Products Sold: 

• Racks • Computer desks 

• Enclosures/cabinets • Cable management 

• Motorized workstations • Power management 

• Flat-panel arms 


(877) 746-7540 I www.simplexisolationsystems.com 


222-7270 | www.hergo.com 
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® Raritan 




coolers 

Portable Air Conditioning with Confidence 


Know more. Manage smarter.” 

Founded in 1985, Raritan has become a leading provider of power and energy 
management, DCIM and KVM solutions. Our products are in use at more than 
50,000 locations worldwide, including eBay, Cisco, Intel, NASA, and the United 
States Post Office, giving IT departments the tools they need to increase power 
management efficiency, better manage data center changes, improve data cen¬ 
ter productivity and enhance branch office operations. 

Products Sold: 

• Intelligent Rack Power Distribution Units 

• Energy Management Software 

• Data Center Infrastructure Management 

• KVM and Remote Access Management 


Since 1985, Spot Coolers has specialized in portable cooling and 
heating units for use in data centers, commercial office buildings, hospitals, 
schools, factories, and warehouses. As a United Technologies Company, 
Spot Coolers takes responsibility for ethics, safety, security and protecting 
the environment. With more than 5,000 portable cooling and heating units 
at our 38 locations nationwide, you can be sure that our delivery and 
installation staff are reliable and dependable: people you can trust! 

Rentals & Sales of: 

Air and water cooled air conditioning units, trailer-mounted cooling units, heat 
pumps, ceiling-mounted cooling units 


(732) 764-8886 I www.raritan.com 


367-8675 I www.spot-coolers.com 


Physical Infrastructure 


Server Technology 

Quality Rack Power Solutions 


Server Technology is committed to the PDU market with the largest group of 
engineers dedicated to power distribution and other solutions within the equip¬ 
ment cabinet. Advancements in device power monitoring help data centers 
monitor and improve their efficiency, and continuous research and develop¬ 
ment is fueled by companies that look to Server Technology for their custom 
cabinet power solutions. 

Products Sold: 

A complete line of cabinet PDUs, including Per Outlet Power Sensing (POPS), 
Rack Mount Fail-Safe Transfer Switch, Console Port access with remote power 
management, Switched, Smart, Metered, Basic, and -48 VDC 


(800) 835-1515 I www.servertech.com 


Physical Infrastructure 



AmeriCool, Inc. is the official sales, marketing, and distribution company for 
Weltem Air Conditioning products in North America. Our AmeriCool portable 
air conditioners are built to the highest standards in the industry and offer 
unbeatable performance, reliability, and value. With products ranging from 1 
to 5 tons, we offer air-conditioning solutions to companies small and large. 
Due to the wide operating range of our product, 24/7 cooling capability, and 
rugged design, our product is a great solution for mission-critical needs and 
harsh industrial applications. 

Products Sold: 

• Portable Air Conditioning Units 


(800) 680-0725 I www.americoolinc.com 



Physical Infrastructure 



DATA CENTER SYSTEMS, INC. 

Providing Solutions to Critical Problems 

Data Center Systems, Inc. has been the exclusive Liebert representative in 
Minnesota, North Dakota, South Dakota, and Western Wisconsin since 1978. 
We are committed to providing business owners, contractors, value added 
resellers, consultants, engineers, and IT departments with HVAC and critical 
support solutions. 

Products Sold: 

• Presicion Cooling 
•UPS Systems 

• Server Racks & Caninets 

• Power Distribution & Conditioning 

• System Monitoring 

• Load Bank Rentals 


(952) 403-9900 I www.datacsi.com 


Physical Infrastructure 


PDU So Cables” 

Innovator in data center efficiency 

PDU Cables is the leading supplier of power distribution cables assemblies to 
data centers in North America. PDU Cables has been serving this industry since 
1981 and is the first independent cable assembly company to introduce 
colored conduit into the power distribution cable market, the first to get UL 478 
listing, and the first to introduce the Power Cable and Equipment Configurator 
software tool. The company is centrally located in Minneapolis, Minn., allowing it 
to offer 24-hour turnaround and shipping time of just one or two days to almost 
any United States destination. 

Products Sold: 

A range of power cables, cable seals, and power cord assemblies. 


(866) 631-4238 1 www.pducables.com 


• Smart Solutions 

• Surge Protection 

• Fire Protection Solutions 

• Monitoring 

• Portable Cooling 
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Storage 


HIND^ 

CONNECTION PERFECTION 

LINDY USA specializes in cables, adapters, electronics, and accessories for 
computer, networking, and audio video applications. Since 1932, Lindy has 
supplied high-quality interconnects to customers in commercial, telecom, and 
residential markets. What sets us apart is our complete dedication to innova¬ 
tion, performance, and reliability. Our cabling products are truly outstanding. 

Products Sold: 

• Networking Products • Audio / Video • KVM 

• Sharing, Converting, Extending • USB and FireWire • Input Devices 

• Hardware and Security • Add-On Cards • Power 

• Cables • Adapters • Much more! 


(888) 865-4639 | www.lindy-usa.com 


iStarUSA® Group 

Boasting more than 20 years of experience in the industrial computing 
market, iStarUSA Group has made its mark in the design and manufacture 
of rackmount chassis, industrial power supplies, data storage, enclosed cabi¬ 
nets and racks, and custom power solutions. The group reaches a number of 
vertical markets via its four divisions: Claytek, iStarUSA, RaidAge, and Xeal. 

Products Sold: 

• Claytek: Racks • RaidAge: Data storage 

and enclosures • Xeal: Industrial power 

• iStarUSA: 

Industrial chassis 


(888) 989-1189 1 www.istarusa.com 


Messaging & Telephony 



3CX was founded in 2005 by entrepreneur Nick Galea who saw the need for 
an open standard software PBX for Microsoft Windows. With 86.7% of busi¬ 
nesses using Windows as their operating system, the need for a software- 
based phone system which runs on Microsoft Windows was evident. 3CX 
maintains a global presence with offices around the world, including the United 
States, the UK, Germany, France, Japan, and Cyprus, as well as fully localized 
websites available in more than eight languages. 3CX has been selected by 
leading companies and organizations worldwide to meet their unified communi¬ 
cations and telephony requirements, including Boeing, Pepsi, Harley Davidson, 
Hugo Boss, American Express, and Toshiba. 

Products Sold: 

• Full range of VoIP telephony software products 


(404) 465-3660 I www.3CX.com 


Servers 


CH6NBRO 

Chenbro is a leader in enclosure solutions, selling its products primarily to 
system integrators and OEM and channel partners. The company’s extensive 
research and development efforts help it to keep its competitive edge and 
maintain market leadership, with special focus on thermal, EMI, and acoustic 
solutions. Taiwan-based Chenbro has offices in the United States, UK, The 
Netherlands, and China. 

Products Sold: 

• A comprehensive line of PC chassis, server/workstation chassis, rackmount 
chassis, and HDD enclosures. 


(909) 947-3200 I www.chenbro.com 


1 Servers I 


I Clients I 

S \® 

SUPERMICR* 





DoubleSie'ht 



DISPLAYS 

Supermicro® (NASDAQ: SMCI), the leading innovator in high-performance, 
high-efficiency server technology, is a premier provider of advanced server 
Building Block Solutions® for enterprise IT, data center, cloud computing, HPC, 


DoubleSight is a leading manufacturer of multiple monitor solutions, portable 

and embedded systems worldwide. Supermicro is committed to protecting the 
environment through its “We Keep IT Green®’ initiative by providing customers 


monitors, large monitor displays, digital signage, and monitor mounting solutions. 

with the most energy-efficient, environmentally-friendly solutions available on 
the market. 


Products Sold: 



• Dual Monitors • Flex Arm Accessories 

Products Sold: 


• Multi Monitor Flex Stands • Single Monitors 

• Servers • Network switches • GPU servers 


• Single Monitor Flex Arms • Smart USB Monitors 

• Motherboards • Storage solutions • Embedded 


• Multi Monitor Flex Arms • Accessories/Power Supplies 

• Chassis • Blade servers 


• Flex Stand Accessories • Refurbished Models 

(408) 503-8000 1 www.supermicro.com 


(877) 896-5237 1 www.doublesight.com 
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Services 


FIRSTfECH 


FirstTech was founded in 1979, as the pioneer of data center cleaning we have 
established the industry standard for cleaning procedures, equipment specifi¬ 
cations and preventative maintenance programs. Choosing a well established 
and knowledgeable company like FirstTech for all your data center needs is 
certainly a best business practice. 

Products Sold: 

When it comes to your access floor we have you covered. From floor panels 
both new and used to floor panel lifting tools, support pedestals, high volume 
air flow panels, and static pressure correction systems. FirstTech is also one 
of the leading experts in data center leak detection and leak containment sys¬ 
tems. 


(800) 743-6001 I www.firsttechcorp.com 


PROCESSOR 

(800) 334-7458 



THE INSTANT ACCESS YOU NEED. 


www. PROCESSOR, com 
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CAN GO ANYWHERE 
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YOUR iPAD GOES! 


PROCESSOR.COM 


HAVE YOU BEEN TO www.PROCESSOR.com LATELY? 

We’ve redesigned the site to make it easier to find the 
product news and technology information you trust! 


PROCESSOR 

Protects. Dm t Inlwnutlc* OaU Cutters Cm Trust. 



NEWSSTAND F«rtun4 Contort 






An Uator Mrtwwlt Puts In Tt*» Mmduu Futun? 


u, 


A quick way to search for terms, products, 
and manufacturers 


Easy access to read full articles 


Article Listings provide brief overviews of 
the latest content added to the site 


A drill-down search to view content by 
specific product category 
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WITH 3CX PHONE SYSTEM 

REDUCE YOUR COSTS 

INCREASE PRODUCTIVITY 

DELIVER MOBILITY 

WITH A SOFTWARE PBX 


10 Advantages of 3CX Phone System 

1. Easy to manage by an IT administrator 

2. Costs less to buy and expand 

3. Greater return on investment 

4. Use existing hardware and make huge savings 

5. More features by leveraging Windows technologies 

6. Hardware & vendor independent - no vendor lock in 

7. Better fault tolerance through easy backup of your PBX 
8.3CX Phone System is more scalable than hardware PBXs 

9. Better integration with other business applications 

10. Easily build voice applications that increase productivity 


VISIT 3CX WWW.3CX.COM 


Software PBX for Windows 


vmware- 

PARTNER 


info@3cx.com 


www.3cx.com 


TECHNOLOGY 
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